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CHAPTER I

1

INTRODUCTION

1.

2

The basic objectives of this audit guide are to:

3

•

Describe and recommend procedures to be performed in

4

a study and evaluation of EDP (Electronic Data Processing)

5

accounting controls in an audit.

6

Assist the auditor in meeting the requirements of State-

7

ment on Auditing Standards No. 3, The Effects of EDP on

8

the Auditor's Study and Evaluation of Internal Control,

9

through illustration and description of various control

10

techniques and procedures.

11

Outline some typical tests of compliance that can be

12

applied to EDP accounting controls.

13

Discuss, in general terms, the effect that a weakness in

14

EDP accounting control might have on the scope of the

15

auditor's examination.

16

•

•

•

Overview

17

2.

This guide is intended for use by an auditor who has a basic

18

understanding of EDP and is not to be considered as a basic

19

educational tool that will provide an understanding of data

20

processing concepts. Where considered appropriate, certain

21

These explanations ,

22

elements of EDP systems are explained.

some of which appear in the glossary on pages 92-104, are

23

the exception and are presented for purposes of clarifica-

24

tion.

25
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3.

4.

The second standard of field work states: "There is to he a

1

proper study and evaluation of the existing internal control

2

as a basis for reliance thereon and for the determination of

3

the resultant extent of the tests to which auditing procedures

4

are to be restricted."1 This guide is intended to assist the

5

auditor in complying with the second standard as it applies

6

to the study and evaluation of accounting control in account-

7

ing systems that include EDP activities.

8

Electronic data processing systems tend to reduce the need

9

for manual procedures.

Moreover, such systems often improve

efficiency by consolidating functions.

5.

The reduction in

10
11

manual procedures and centralization of functions frequently

12

reduce the reliance that can be placed on certain traditional

13

accounting controls,

14

(e.g., segregation of functions) unless

the computerized system includes controls that compensate for

15

this reduction and centralization.

16

When these compensating

controls exist and are carefully organized and properly super-

17

vised, the system may well provide better and more consistent

18

control than could be obtained in any non-EDP system.

19

This guide relates to batch-oriented systems. Although there

20

are some brief references to on-line, real-time systems, the

21

basic control elements of such advanced systems have not been

22

clearly defined.

23

Advanced systems may differ from batch-ori-

ented systems in the method of data input, the organization

24

of data within the EDP system, and the nature of the audit

25

trail designed into the systems. Advanced systems data in-

26
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put may originate either from remote terminals linked by

1

communication networks to a central computer or from sensors

2

within the systems that automatically generate transactions.

3

Data within the advanced systems may be organized into one

4

or more data bases which can be used for both administrative

5

and accounting applications.

6

The audit trail designed into

advanced systems may be temporary or may differ from that

7

normally found in batch-oriented systems.

8

Considerably more

experience with advanced systems will be required before a

6.

9

consensus about accounting controls develops.

10

Most existing computer installations are batch-oriented, and

11

the continuing development of low-cost, small computers for

12

business applications seems likely to perpetuate the batch

13

processing approach.

With this in mind, the purpose of this

14

guide is to provide coverage of those systems of interest to

15

the largest number of auditors. However, as EDP technology

16

continues to expand and develop, the auditors can expect to

17

encounter systems features not described in this guide. Al-

18

though these new features will not change the basic objectives
of EDP accounting controls, they may affect the manner in

19
20

which the objectives are accomplished.

21

Accounting Control

22

7.

Accounting control:

23

"comprises the plan of organization and the procedures and records that are concerned with the safeguarding of assets and
the reliability of financial records and consequently are designed to provide reasonable assurance that:

24
25
26
27

a. Transactions are executed in accordance with management's
general or specific authorization.

28
29
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b. Transactions are recorded as necessary (1) to permit preparation of financial statements in conformity with generally
accepted accounting principles or any other criteria applicable
to such statements and (2) to maintain accountability for assets.
c. Access to assets is permitted only in accordance with management's authorization.
d. The recorded accountability for assets is compared
with the existing assets at reasonable intervals and appropriate action is taken with respect to any differences."2
8.

The objectives and essential characteristics of accounting
control do not change with the method of data processing.
However, organization and control procedures used in EDP may
differ from those used in manual or mechanical data processing.3

9.

When reviewing controls in a manual system, the auditor must
develop an understanding of the processing performed by employees.

When manual processes in an accounting

system have been automated, however, the auditor must understand both the manual and EDP processing.
Description of EDP Activities
10.

Business transactions include exchanges with parties outside
the business entity, and transfers or use of assets or services within the entity.

These transactions can be recorded

by manual or mechanical means, by EDP equipment, or by a
combination of these techniques.

In a manual system, trans-

actions are typically supported by some kind of visible record (e.g., approvals, vouchers, or records of accountability
such as perpetual inventory records).

Similar records often

- 5 -
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exist in an EDP system but in some cases may be available

1

only in machine-sensible form.

2

EDP data files frequently are the basic records of an EDP-

3

based accounting system and, therefore, normally cannot be

4

read or changed without the use of EDP.

5

However, alteration

of the files is possible without leaving any visible evidence

6

of the change.

7

record

While detecting a change in a manual systems

may be difficult, this difficulty is greatly increased

when dealing with files that are magnetically recorded.
12.

8
9

An EDP-based system includes the following elements:

10

a.

Hardware - The physical units or devices that constitute

11

a computer installation.

12

Software
Operating System - A master program, together with a

13
14

number of other programs and routines, which is used

15

to control the operations of the computer, such as

16

scheduling and supervising program execution and allo-

17

cating storage and other resources to programs. The

18

operating system is usually supplied by the manufac-

19

turer of the computer hardware and is sometimes mod-

20

ified to suit the user.

21

b.

•

•

Application (User) Programs - Sets of computer instruc- 22
tions utilized in performing data processing tasks.

23

These programs are usually written within the organiz-

24

ation or purchased from an outside supplier.

25
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c.

d.

e.

f.

Documentation - A description of the system and its con-

1

trols relative to input, data processing, output, report

2

processing, logic, and operator instructions.

3

Personnel - Persons who exercise control over the data

4

processing system.

5

Data - Transactions and related information entered,

6

stored, processed, or produced "by the system.

7

Controls - Procedures designed to assure the proper record-

8

ing of transactions and to prevent or detect errors or ir-

9

regularities.
13.

10

From the auditor's viewpoint, EDP activities differ from non-

11

EDP activities.

Some of these differences are:

12

Many control procedures in manual systems leave documen-

13

tary evidence of performance.

Many control procedures in

14

computer systems leave no documentary evidence of perfor-

15

mance, so different tests of compliance may be required.

16

Information in manual systems is visible.

17

a.

b.

c.

d.

Piles and rec-

ords in EDP systems are usually in machine-sensible form

18

and cannot be read without the use of the computer.

19

The decrease of human involvement in the handling of trans-

20

actions processed by computers can obscure errors that nor-

21

mally would be observed in a manual system.

22

To develop an understanding of. a complex EDP system and

23

4

to perform tests of compliance and other necessary audit

24

procedures, the auditor ordinarily must have specialized

25

EDP expertise.

26
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Because of the difficulty in effecting changes after an

1

EDP system has been implemented, the auditor may want to

2

become familiar with the design and testing of new EDP

3

systems at an early stage in the development process.

4

control is an important responsibility of management."5

5
6

The auditor considers EDP accounting controls to be part of

7

that responsibility and may request management's assistance

8

in reviewing EDP activities.

9

"The establishment and maintenance of a system of internal

Management can help the auditor

10

by:
Maintaining a system of EDP accounting controls that in-

11

cludes an audit trail.

12

Making up-to-date documentation and knowledgeable personnel

13

available to the auditor to assist in developing an under-

14

standing of the system.

15

•

Providing needed computer resources for audit processing.

16

•

Keeping the auditor informed throughout the year about

17

planned system changes.

(A list of all changes should be

18

maintained and made available to the auditor on request.)

19

In the review of EDP activities, the auditor should consider

20

management's responsibilities and workload when requesting

21

information, resources, or assistance.

22

•

•

15.

The auditor may find

the following suggestions useful in planning and organizing

23

these requests:

24
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Obtain or prepare descriptions of significant client

1

systems.

2

Include these descriptions in the audit work-

papers to minimize the need for repeating explanations

3

from year to year.

4

Work with the client in planning and scheduling processing

5

for computer-based audit applications.

6

These plans should

be developed well in advance of the need for processing.
Such joint planning is only practical when the surprise

7
8

element is not an audit consideration.

9

Piles that will be

needed for audit applications should be identified so

10

they will be retained until no longer needed by the auditor.

11

-9-
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CHAPTER II

1

PERFORMING THE STUDY AND EVALUATION OF THE SYSTEM

2

Introduction

1.

3

The "essential characteristics of internal accounting control"

4

include 1:

5

•

Segregation of functions

6

•

Execution of transactions

7

•

Recording of transactions

8

•

Access to assets

9

•

Comparison of recorded accountability with assets

SAS No. 3 discusses the effect of EDP on the characteristics of
2
accounting control

10
11
12

and identifies two basic types of EDP ac-

counting control procedures: general controls, which relate to

13
14

all EDP activities; and application controls, which relate to

2.

specific accounting tasks, such as preparation of account list-

15

ings or payrolls.

16

This chapter describes the preliminary phase of the review,

17

completion of the review, tests of compliance, evaluation, and

18

working papers. Substantive testing and use of the computer

19

as an audit tool are not covered in this guide.

20

Preliminary Phase of Review
3.

21

The preliminary phase of the auditor's review should be designed

22

to provide an understanding of (a) the flow of transactions

23

through the accounting system (b) the extent to which EDP is

24

used in each significant accounting application, and (c) the

25
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basic structure of both EDP and user accounting control.

4

Based on this knowledge, the auditor can assess the signif-

2

icance of accounting control within EDP in relation to the

3
4

entire system of control and can then determine the extent
of additional review required.

The depth of the preliminary

review necessary to develop an understanding of each significant accounting application and its controls varies accord-

4.

5.

1

5
6

ing to the nature and complexity of the system.

7
8

"The auditor's preliminary understanding ordinarily is obtain-

9

ed by inquiry, but it also may be obtained by observing client

10

personnel and reviewing documentation."5 The preliminary re-

11

view covers both the EDP and non-EDP portions of an accounting

12

system.

13

The auditor generally begins by obtaining descriptive

information about the system, significant accounting applica-

14

tions and the extent to which EDP is employed in processing

15

such applications.

The auditor uses this information to de-

16

velop an understanding of how the client's accounting system

17

is organized and how the data flows through the system.

18

During the preliminary review, the auditor may gather informa-

19

tion through discussion with appropriate client personnel;

20

observation; review of documentation; review of job descriptions, 21
flowcharts, decision tables, and organization charts that outline 22
the lines of authority and division of duties in handling and

23

controlling data.

24

It should be noted

that, as an audit technique, observation

25
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has a very limited usefulness.

Consequently, the auditor

should consider whether observation should "be supplemented by

2

other procedures.

3

The auditor may also refer to policy statements that identify

4

policies and procedures that have an influence on control.

5

For purposes of logical presentation, the three basic types

6

of information the auditor needs to understand are discussed

7

separately in paragraphs 6-8.

8

Normally, the auditor would

simultaneously gather all of this information during the

6.

1

9

course of the preliminary review.

10

To understand the flow of transactions, the auditor might

11

consider, but not necessarily limit attention to, the follow-

12

ing factors;

13

a.

Source documents that start the flow of transactions

14

b.

Non-EDP processing applied to the source documents

15

c.

Processes by which the source documents are converted

16'

to machine-sensible form

17

Flow of machine-sensible transactions through significant

18

accounting applications

19

Master files that may be used to supply additional infor-

20

mation to support the flow of transactions

21

Output files that are created, or master files that are

22

updated, as part of the processing of data

23

Output reports produced for significant accounting applica-

24

tions

PR

d.

e.

f.

g.

January 31, 1976
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h.

Non-EDP processing of output reports

1

The auditor may gain an understanding of these factors by

2

tracing transactions through the EDP and non-EDP segments of

3

accounting application.

4

The auditor should develop this under-

standing of the flow transactions and the significance of the

5

resulting output, even though no decision has been made to

6

rely on EDP accounting controls.

7

7.

To understand the extent of EDP utilization, the auditor

8

might consider, but not necessarily limit attention to,

9

the following factors:

10

a.

Number and types of transactions processed

11

b.

Dollar volume of each type of transaction

12

c.

Significance of the processing

accomplished within

13

EDP,including processing performed by computer pro-

14

grams

15

Division of the flow of transactions between EDP and

16

non-EDP activities

17

d.

8.

To understand the basic structure of accounting controls,

18

the auditor might consider,but not necessarily limit

19

attention to, the following factors:

20

a.

Division of controls between the EDP and non-EDP

21

portions of the system

22

The nature, extent, and availability of the informa-

23

tion that provides a management or audit trail

2k

The basic structure of EDP accounting controls includes

25

both general and application controls.

26

b.

9.

General controls,

- 13 -
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which are discussed in detail in Chapter III, comprise

1

(a) the plan of organization and operation of the EDP

2

activity; (b) the procedures for documenting, review-

3

ing, testing, and approving systems or programs and

4

changes thereto; (c) controls built into the equip-

5

ment by the manufacturer (commonly referred to as

6

"hardware controls"); (d) controls over access to equip-

7

ment and data files; and (e) other data and procedural

8

controls affecting overall EDP operations. Weaknesses

9

in general controls often have pervasive effects. When
evaluating application controls, 6 the auditor should

11

consider the effect of weak or nonexistent general

12

controls.

13

During the preliminary review of general

10

controls, the auditor should seek answers to the follow-

14

ing types of questions:

15

a.

Do organizational controls within the data processing
department provide for adequate supervision and segregation of functions within EDP and between EDP and
users?

16
17
18
19

b.

Are there controls over systems development and access
to system documentation?

20
21

c.

Are there controls over program and systems maintenance?

22

d.

Are there controls over computer operations, including
access to data files and programs?

23
24

e.

Are there controls to assure completion of file reconstruction and processing recoveries?

25

Do the internal auditors become involved in the review
and testing of EDP accounting controls?

27
28

10. Application controls, which are discussed more fully in Chapter

28

f.

26

IV, relate to specific tasks performed by EDP. The function

29

of these controls is to provide reasonable assurance that the

30
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recording, processing, and reporting of data are properly per-

1

formed.

There is considerable choice in the particular proce-

2

dures and records used to effect application controls. Appli-

3

cation controls often are categorized as "input controls,"

4

7

"processing controls," and "output controls."

While conduct-

5
6

ing the preliminary review of application controls, the auditor
may want to seek answers to questions similar to the following:
a. Do input controls provide reasonable assurance that data
received for processing by EDP have been properly authorized,
converted into machine-sensible form, and identified; and,
that data (including data transmitted over communication
lines) have not been lost, suppressed, added, duplicated,
or otherwise improperly changed? (Input controls include
controls that relate to rejection, correction, and resubmission of data that were initially incorrect.)

8
9

10
11
12
13
14
15

b.

Do processing controls provide reasonable assurance that
electronic data processing has been performed as intended
for the particular application; i.e., that all transactions
are processed as authorized, that no authorized transactions
are omitted, and that no unauthorized transactions are
added?

16
17
18
19
20
21

c.

Do output controls assure the accuracy of the processing
result (such as account listings or displays, reports,
magnetic files, invoices, or disbursement checks) and
that only authorized personnel receive the output?8

22
23
24
25

Preliminary Phase of Review - Assessment
11.

7

26

SAS No. 3 , paragraph 26, states:

27

"After completing the preliminary phase of his review for each

28

significant accounting application the auditor should be in a

29

position to assess the significance of accounting control with-

30

in EDP in relation to the entire system of accounting control

31

and therefore to determine the extent of his review of EDP

32

accounting control.

33

a.

The auditor may conclude that accounting control procedures within the EDP portions of the application or
applications appear to provide a basis for reliance

34
35
36
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1
2

thereon and for restricting the extent of his substantive tests. In that event, unless the auditor
chose to follow the. procedures described in paragraph 26c, he would complete his review of the EDP
accounting control procedures, perform related
tests of compliance, and evaluate the control procedures to determine the extent of his reliance
thereon and the extent to which substantive tests
may be restricted.

7
8
9
10

b.

The auditor may conclude that there are weaknesses
in accounting control procedures in the EDP portions of the application or applications sufficient
to preclude his reliance on such procedures. In
that event, he would discontinue his review of
those EDP accounting control procedures and forgo
performing compliance tests related to those procedures; he would not be able to rely on those
EDP accounting control procedures. The auditor
would assess the potential impact on the financial
statements he is examining of such weaknesses as
have come to his attention, and would accomplish his
audit objectives by other means.

11
12
13
14
15
16
17
18
19
20
21
22
23

c.

The auditor may decide not to extend his preliminary
review and not to perform tests of compliance related to accounting control procedures (either in
general or as to certain procedures) within the EDP
portions of the application or applications even
though he concludes that the controls appear adequate. In that event, he would not be able to rely on those EDP accounting control procedures.
Situations of this type could be those in which -

24
25
26
27
28
29
30
31
32

(1) The auditor concludes that the audit effort
required to complete his review and test
compliance would exceed the reduction in
effort that could be achieved by reliance
upon the EDP accounting controls.

33
34
35
36
37

(2) The auditor concludes that certain EDP accounting control procedures are redundant because
other accounting control procedures are in
existence."9

38
39
40
41

3
4
5
6

The auditor should perform the preliminary review for all

42

significant accounting applications.

43

In addition, the auditor

can change his preliminary decision to rely on EDP accounting

44

controls if additional information obtained while completing

45
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the review or performing tests of compliance indicates that

1

the decision was not warranted.

2

In these circumstances, the

auditor should reconsider the control reliance alternatives

3

presented in SAS No. 3, paragraph 26.

4

If the original reli-

ance decision is changed because the auditor is unable to

5

rely on certain EDP accounting controls, the design of

6

substantive tests to be performed should be reassessed and,

7

if necessary, revised.

8

Completion of Review
13.

9

If, based on the assessment of results obtained from the pre-

10

liminary review, the auditor tentatively decides to place reli-

11

ance on EDP accounting controls, he would complete his review

12

of the EDP accounting control procedures, perform related tests

13

of compliance, and evaluate the control procedures to determine

14

the extent of reliance thereon and the extent to which substan-

15

tive tests may be restricted.10

16

14. During the preliminary phase of the review, the auditor should

17

have developed an understanding of the flow of transactions

18

through the accounting system, the extent to which EDP is used

19

in each significant accounting application, and the basic
11
structure of both EDP and user accounting control.
During

20
21

the completion of the review, the auditor should identify

22

specific general and application controls, determine how

23

they operate, and obtain the necessary information for design-

24

ing effective tests of compliance.

25

- 17 -
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Completion of Review - General Controls

1

The auditor's study and evaluation of the general controls

2

within the system should identify major strengths and weak-

3
4

nesses to be considered in the evaluation of application
controls.

In completing the review of general controls, the

auditor should expand on the knowledge obtained during the
preliminary review.

16.

17.

This effort will usually involve exam-

5
6

ining documentation, interviewing data processing personnel

7
8

and users, and observing the actual operation of the general

9

controls.

10.

During the completion of the review of general controls (see

11

Chapter III) the auditor should specifically answer the

12

following types of questions:

13

a.

How does the organization of the data processing
department provide adequate supervision and segregation of functions within EDP and between EDP
and users?

14
15
16
17

b.

What procedures provide for control over systems
development and access to system documentation?

18
19

c.

What procedures provide for control over program
and systems maintenance?

20
21

d.

What procedures provide control over computer
operations, including access to data files and
programs?

e.

What procedures, during the period under review,
assured that file reconstruction and processing
recoveries were complete?

22
23
24
25
26
27

f.

To what extent do internal auditors perform a review and evaluation of EDP activities?

28
29

To study and evaluate the plan of organization and segrega-

30

tion of functions, the auditor should review the corporate

31

and departmental organization structure.

32

If an organization
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chart is not available, the auditor may decide to prepare one.

1

Discussions with data processing personnel and with users will

2

aid in confirming the auditor's understanding of general con-

3

trols and may disclose control weaknesses that were not ap-

4

parent during the preliminary review.

5

Additional information can be obtained by interviewing the

6

internal auditors about participation in systems design and,

7

where appropriate, reviewing their workpapers to determine

8

their involvement in reviewing and testing EDP accounting

9

controls.

20.

21.

10

Completion of Review - Application Controls

11

Bearing in mind the weaknesses that came to the auditor's

12

attention during the review of general controls, he would

13

complete the review of the application controls on which he

14

tentatively plans to rely.

In completing the review, the

15

auditor should build on the knowledge obtained during the

16

preliminary review. This may involve the expansion of out-

17

lines, memoranda, notes or. flowcharts used to document the

18

preliminary review.

19

Often, auditor's understanding of the

EDP accounting controls within an application can be en-

20

hanced through discussions with systems analysts, programmers,

21

users, and computer operators.

22

In some cases, the auditor

may want to observe the operation of the application controls.

23

During the review of significant accounting applications and

24

their specific application controls, the auditor should de-

25
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velop answers to the following types of questions:

1

a.

2

What input controls provide reasonable assurance that
data received for processing by EDP have been properly
authorized, converted into machine-sensible form and
identified; and, that data (including data transmitted
over communication lines) have not been lost, suppressed,
added, duplicated, or otherwise improperly changed? (Input controls include controls that relate to rejection,
correction, and resubmission of data that were initially
incorrect.)

4

b.

What processing controls provide reasonable assurance
that electronic data processing has been performed as
intended for the particular application; i.e., that
all transactions are processed as authorized, that no
authorized transactions are omitted, and that no unauthorized transactions are added?

5
6
7
8
9
10
11
12
13
14
15
16

c.

What output controls assure the accuracy of the processing
result (such as account listings or displays, reports,
magnetic files, invoices, or disbursement checks) and that
only authorized personnel receive output?12

17
18
19
20
21

Completion of Review - Assessment
22.

3

During its completion or at the end of the review, the auditor

22

may determine that (1) due to weaknesses, the controls do not pro-23

23.

vide a basis for reliance or (2) tests of compliance of spe-

24

cific controls would not be cost effective.

25

Under these

circumstances, the auditor might change an earlier, tentative

26

decision to rely on these controls and therefore terminate

27

the review.

28

The auditor would then assess the potential

impact of such weaknesses as have come to attention on the

29

financial statements and accomplish the audit objectives by

30

other means.13

31

The auditor's decision to terminate a review may be made at

32

either of two levels:

33

(1) Reliance will not be placed on

EDP controls for any accounting application, in which case,

34
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the entire review would be terminated; (2) Reliance will not

1

be placed on the controls over one or more significant account-

2

ing applications, in which case, review of the application

3

controls for the accounting application(s) affected would be

4

terminated but would continue for the remaining applications.

5

6

Tests of Compliance
24.

If the auditor decides to rely on EDP controls, the appropriate

7

tests of compliance should then be performed.

8

"The purpose of

tests of compliance is to provide reasonable assurance that
accounting control procedures are being applied as prescribed.

10

Tests of compliance are concerned primarily with the questions:

11

(a) Were the necessary procedures performed?

12

performed? (c) By whom were they performed?"
25.

9

(b) How were they
l4

13

The auditor should examine visible evidence of the performance

14

of control procedures such as approvals, authorization initials,

15

control totals, edit or error listings. When such evidence is

16

not available (e.g., segregation of functions), the auditor

17

should observe client personnel and make corroborative in-

18

quiries.

19

forms:

Tests of compliance may take several different
"The Review may be done manually if conditions permit,

20

or the auditor may be able or find it necessary to use EDP to

21

detect unacceptable conditions, either by using his own inde-

22

pendent programs or by using copies of the client's programs

23

that the auditor has independently determined to be adequate

24

for his purposes. An alternative approach to testing com-

25

pliance with accounting control procedures in computer pro-

26
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grams is to review and test the programs and then to perform

1

tests to provide assurance that the tested programs actually

2

were used for processing. However, the auditor should he

3
4

aware that this approach can be used only when effective
controls exist over access and changes to programs used for

26.

processing."15

5
6

Frequently, the auditor will find it convenient to combine

7

tests of compliance with substantive tests.

8

Evaluation

9

The auditor, in evaluating EDP accounting control and the

10

other elements of accounting control, should include the

11

following steps for each significant accounting application:

12

"a.

Consider the types of errors and irregularities that
could occur.

14

b.

Determine the accounting control procedures that
should prevent or detect such errors and irregularities.

15
16
17

c.

Determine whether the necessary procedures are prescribed and are being followed satisfactorily.

18
19

d.

Evaluate any weaknesses - i.e., types of potential
errors and irregularities not covered by existing
control procedures
to determine their effect on
(1) the nature, timing, or extent of auditing procedures to be applied and (2) suggestions to be made
to the client."16

20
21
22
23
24
25

Working Papers
27.

26

"Working papers should fit the circumstances and the auditor's

27

needs on the engagement to which they apply."17 Although the

28

quantity, type, and content of working papers will vary with

29

the circumstances, they generally indicate that the auditor

30
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reviewed and evaluated the client's system of internal control

1

in determining the nature, extent, and timing of audit tests

2

applied in the examination of financial statements.

3

28.

In providing a record of a study and evaluation of an

4

EDP accounting control, the auditor may find some of

5

the following material useful:

6

•

Narratives, flowcharts or other representations of

7

the flow of data in the accounting system.

8

Descriptions and evidence of the various controls

9

•

in the system

10

•

Questionnaires or checklists used in the examination

11

•

Descriptions of significant computer files

12

•

Documentation and analysis of the results of

13

compliance tests performed

14

•

Examples of forms and computer printouts

15

•

Write-ups of interviews conducted with employees

16

•

Conclusions reached concerning the adequacy of

17

accounting control

18

Comments on elements of accounting control that

19

affect the nature, extent, and timing of other

20

audit procedures

21

•
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STUDY AND EVALUATION OF EDP-BASED APPLICATIONS
(This chart is a simplified illustration and does not portray all
possible decision paths)
(1)-

Preliminary Phase of Review
Purpose

Understand:
Accounting system including both
EDP and non-EDP segments:
• Plow of transactions and
significance of output
• Extent to which EDP is
used in significant
accounting applications
• Basic structure of accounting
control, including both EDP
and user controls
Methods
Inquiry and discussion - observation review of documentation - tracing of
transactions - control questionnaires
and checklists
(2)-

The Preliminary Review Assessment
• Purpose

•
•
•

Assess significance of EDP and
non-EDP accounting controls
Determine extent of additional
review within EDP
Develop preliminary design of
substantive tests
Method

Judgment
(3)-

Completion of Review General Controls
Purpose

•
•
•

Determine the effect of strengths
and weaknesses on application
controls
Identify general controls on
which reliance is planned and
determine how they operate
Design tests of compliance
Methods

Detailed examination of documentation interview internal auditors, EDP and
user department personnel - observe
operation of general controls
(continued on next page)
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STUDY AND EVALUATION OF EDP-BASED APPLICATIONS

(4)-

Completion of Review Application Controls
Purpose

•

•

Identify applications and related controls on which reliance is planned, and determine
how the controls operate
Design tests of compliance
Methods

Detailed examination of documentation - interviewing internal
auditors, EDP & user department
personnel - observing operation of
application controls
(5)-

Completion of Review Assessment
Purpose

•
•

Assess effectiveness of EDP
and non-EDP accounting controls
Review preliminary design of
substantive procedures
Method

Judgment
(6)- Tests of Compliance
Purpose
•
•

Provide reasonable assurance
that controls are functioning
properly
Determine and document when,
how, and by whom
Method

Examination of records - test
control procedures - inquiry observation

(continued on next page)
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STUDY AND EVALUATION OF EDP-BASED APPLICATIONS
(7)-Evaluation of Accounting
Control
Purpose
For each significant accounting
application:
•
•

•

•

Consider the types of errors
and irregularities that could
occur
Determine the accounting control
procedures that prevent or detect such errors and irregularities
Determine whether the necessary
control procedures are prescribed and followed satisfactorily
Evaluate weaknesses and assess
their effect on the nature,
timing, and extent of substantive
procedures
Method

Note:
At any point after the preliminary phase of the review, the
auditor may decide not to rely on EDP accounting controls
for all or some applications (see SAS No. 3 , paragraph 26).
The auditor would then complete the design of the substantive
audit tests. According to SAS 1, Section 320.70, substantive
tests consist of the following classes of audit procedures:
(1) tests of details of transactions and balances and (2)
analytical review of significant ratios and trends and resulting investigation of unusual fluctuations and questionable items.
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1

GENERAL CONTROLS

2

INTRODUCTION

3

1.

The important general control features in most EDP-based

4

accounting systems are classified as follows:

5

•

Organization and operation controls

6

•

Documentation and systems controls

7

•

Hardware controls

8

•

Access controls

9

•

Data and procedural controls

In this chapter, each of these categories is discussed in

11

an overview which is followed by a list of basic controls

12

within that particular category.

13

Each basic control is then

explained in terms of its purpose.

2.

10

Suggested procedures for

14

performing reviews and tests of compliance are also provided.

15

Each category concludes with a brief statement of the possible

16

audit effects of a weakness in that particular control area.

17

No attempt has been made to rank these controls in order of

18

their relative importance.

19

audit judgment.

Such an evaluation is a matter of

Rather, the auditor should judge the importance 20

of the presence or absence of each control in the evaluation

21

of application controls (see Chapter IV) and, subsequently,

22

in the evaluation of accounting control.

23

Further, the

evaluation should include both EDP and non-EDP controls.

24
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Some control features tend to be redundant, and the absence

1

of individual controls may not constitute a significant

2

weakness for the auditor's purposes.

3
4

Thus, the auditor is

not expected to perform reviews or tests of compliance for
every control feature described in this Chapter, but only
for those controls that will serve as a basis for audit
reliance.

7
8

ORGANIZATION AND OPERATION CONTROLS

9

Overview
3.

The effectiveness of many accounting control procedures

10

depends on the activities of responsible personnel.

11

For this

reason, a well-planned and properly functioning organization

12

is an important factor in accounting control.

13

The organi-

zation plan constitutes a framework within which the operations

14

function and establishes their relationships to each other.

15

In an EDP system, the plan of organization should include

16

three basic general controls:

17

a.

Segregation of functions between EDP and users

18

b.

Provision for general authorization over

19

the execution of transactions (prohibiting

20

the EDP department from initiating or

21

authorizing transactions)

22

Segregation of functions within the EDP

23

department

24

c.

4.

5
6

An effective plan of organization should provide for the

25
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1

person has incompatible duties that would permit the per-

2

petration and concealment of material errors or irregularities.

3

Functions unique to EDP should be segregated within the

4

organization to prevent or detect errors or irregularities in

5

the normal course of business.

6

Weaknesses in EDP organization

controls usually affect all EDP applications.

7

General Control No. 1

8

5.

SEGREGATION OF FUNCTIONS BETWEEN THE EDP DEPARTMENT AND USERS.

9

6.

Description

10

To the extent possible, segregation of functions that exists

11

in non-EDP systems should also be maintained in computerized

12

systems.

13

7.

The EDP department should be independent of users

and should control information to be processed, but should not

14

normally correct errors unless they originate within EDP

15

(e.g., keypunch errors).

16

If the EDP department is not

organizationally independent of users, there may be an improper

17

segregation of functions.

18

Although it is desirable to

segregate EDP and user functions, this may not be possible

19

in some instances (e.g., in small companies where the EDP

20

function might be a part of a user department).

21

In such

situations, supervision by management may compensate for the

22

lack of segregation of functions.

23 .

Review and Tests of Compliance

24

If the auditor plans to rely on general control No. 1, one

25
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a.

b.

c.

d.

1

Make inquiries of appropriate personnel and

2

review organization charts and job descriptions

3

for evidence of proper segregation of functions.

4

Observe actual operations and note the degree of

5

management supervision being exercised.

6

Discuss, with both management and operating

7

employees, the extent and effectiveness of

8

management supervision.

9

Review available management reports concerning

10

the data processing system.

11

General Control No. 2

12

8.

PROVISION FOR GENERAL AUTHORIZATION OVER THE EXECUTION OF

13

TRANSACTIONS (PROHIBITING THE EDP DEPARTMENT FROM INITIATING

14

OR AUTHORIZING TRANSACTIONS)

15

Description

16

As a rule, the EDP department should not originate or authorize

17

transactions, perform the initial data preparation for trans-

18

actions, have custody of or control over non-EDP assets, be

19

responsible for establishing controls, or have the authority

20

to originate master file changes.

21

9.

In some instances (e.g.,

automatic journal entries or purchase orders), original

22

transactions may be produced by the EDP system; all such

23

computer generated transactions of significant dollar amount

24
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should be subject to subsequent review and approval according

1

to general authorization guidelines established by management.

2

Before submission to EDP, all transactions, not produced by

3

the EDP system, including master file changes should be

4

reviewed and approved by the appropriate authority.

5

A

listing of all master file changes should be returned for

6

review either to the initiator or to an independent group.

7

On some systems, it may be more practicable to provide for

8

the review and approval shortly after processing.

9

In some instances, the authorization process may be part of

10

the computer program instructions.

11

However, whenever possible,

an independently established control over transactions and

12

master file changes (e.g., item count, control total, hash

13

total) should be established prior to processing.

14

10. Review and Tests of Compliance

15

If the auditor plans to rely on general control No. 2, one

16

or more of the following steps may be performed:

17

a.

Review the reconciliation of control totals

l8

maintained outside of EDP with the results of

19

computer processing.

20

b.

c.

(Also, consider the need to

test check such reconciliations.)

21

Where feasible, examine available evidence indicating

22

that such reconciliations take place in the normal

22

course of operations.

23

Review pre-processing, post-processing, or programmed

24
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controls to determine if they provide for processing

1

in accordance with management's authorizations. (Also,

2

consider the need to test the effectiveness of such

3

controls.)

4

General Control No. 3

5

11.

SEGREGATION OF FUNCTIONS WITHIN THE EDP DEPARTMENT

6

12.

Description

7

Segregation of functions should include the following:

8

separation between operations and programming, an independent

9

control group, implementation of a librarian function,

10

rotation of operators, closed shop operations, and required

11

vacations for all employees.

12

If the systems and programming

departments are not independent of the operations department,

13

unauthorized modifications might be made to programs or

14

files.

15

Programmers and systems analysts are usually aware

of the parameters used in limit tests and the formulas or

16

calculations that are included in application programs.

17

If afforded an opportunity to operate programs,

18

these employees might be able to circumvent certain

19

authorized software controls.

20

Control groups may be part of a user or independent

21

department, but frequently exist within the EDP department

22

itself.

23

When part of EDP, these groups should be independent

of the systems, programming and operations groups. The

24

control group should maintain control totals for data

25
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entered and processed.

The auditor's review and testing

of this function normally takes place at the application
level.
A librarian function may provide control in segregating the
systems, programming, and operations departments; and make
data files and programs available only to authorized personnel
for use in required processing.

Rotation of operators usually

reduces opportunities for undetected operator intervention
during processing.
Closed shop operations also contribute to the separation of
functions in that programmers, systems analysts, and other
non-operations personnel are neither allowed to operate the
computer nor to be in the computer room while a program is
being run.
13.

Review and Tests of Compliance
If the auditor decides to rely on general control No. 3 , one
or more of the tests described below may be performed:
a.

Observe EDP operations to determine that systems
analysts and programmers do not have unrestricted
access to hardware, files, or programs.

b.

Review procedures for granting access to programs
or data.

c.

Observe the operation of the control group to
determine whether it is independent of the systems,
programming, and operations groups.
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Observe the operation of the librarian function,

1

or review appropriate logs and records to deter-

2

mine that usage records are consistently main-

3

tained and that only authorized personnel are

4

permitted to remove data files.

5

Examine time and job logs to determine that operators

6

responsibilities are rotated and that vacations
are taken regularly by all EDP employees.

7
8

AUDIT EFFECT OF A WEAKNESS IN ORGANIZATION AND OPERATIONS CONTROLS

9

e.

(GENERAL CONTROLS 1-3)

10

l4.

11

If the plan of organization does not establish a foundation
for good accounting control, the auditor may have serious

12

reservations about the extent to which he can rely on

13

results produced by the system.

14

Although few control

alternatives can adequately compensate for weaknesses in

15

this area, strong application controls may provide partial

16

compensation.

effect of an inadequate plan of organization or inadequate

17
18

operation controls in the evaluation of application controls.

19

Therefore, the auditor should consider the

DOCUMENTATION AND SYSTEMS CONTROLS
Overview
15.

20
21

These general controls relate to three areas:

22

a.

Review, testing, and approval of new systems

23

b.

Control over program changes

24

c.

Documentation procedures

25
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Documentation and systems controls should insure that
effective application controls are included in all new
systems and should preserve the integrity of application
controls after the system has been implemented.
and systems

Documentation

controls should provide for management's approval

of application controls before they are implemented.
When properly designed, documentation and systems controls
can prevent or disclose the following types of errors:
a.

Implementation of systems that do not have
adequate application controls

b.

Development of systems that neither meet management
objectives nor operate in accordance with original
specifications

c.

Implementation of systems that have not been adequately
tested

d.

Implementation of systems that are susceptible to
unauthorized modification

Documentation is useful and important to both management and
the auditor in understanding EDP applications and high standards
of documentation are important to the maintenance of a wellcontrolled system.
detail.

Chapter V describes documentation in more

The absence of effective documentation may be indicative

of a poorly controlled or managed EDP activity.

Documentation

itself is generally not considered as a control; rather,
the control exists in the procedures for developing

January 31, 1976
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and maintaining documentation.

1-

General Control No. 4
16.

17.

2

THE PROCEDURES FOR SYSTEM DESIGN, INCLUDING THE ACQUISITION

3

OF SOFTWARE PACKAGES, SHOULD REQUIRE ACTIVE PARTICIPATION BY

4

REPRESENTATIVES OF THE USERS AND, AS APPROPRIATE, THE

5

ACCOUNTING DEPARTMENT AND INTERNAL AUDITORS.

6

Description
The user department and the systems analysts usually define

7
8

systems requirements.

9

Although agreement about the system's

definition may be easy, significant communication problems

10

sometimes arise.

11

For example, the user may be able to define

the situation but may have difficulty expressing it in terms
that EDP personnel can fully understand.

12

Also, internal auditors 13

should be kept informed of systems design developments,

14

particularly if they are planning to utilize computer-assisted

15

audit techniques.

16

Independent auditors are primarily concerned with the existing

17

system of accounting control.

18

Consequently, they would be

basically interested in general control No. 4 as it relates

19

to new applications implemented during the period under review.

20

However, because of the potential significance of planned

21

applications, the auditor may want to review applications

22

prior to their implementation to help assure adequate accounting

23

control and auditability.

24
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Review and Tests of Compliance
If the auditor plans to rely on general control No. 4, the
following procedures may be undertaken:
a.

Interview representatives of user departments
for evidence of the level of their participation
in systems definition.

b.

Review appropriate documents and related approvals for evidence that user departments
have an adequate understanding of inputs,
processing requirements, control procedures,
and system outputs.

c.

Review the extent of the internal auditors'
involvement in the definition of the systems.

d.

Review the internal auditors' work papers for
evidence of participation in the definition of
new systems.

General Control No. 5
19.

EACH SYSTEM SHOULD HAVE WRITTEN SPECIFICATIONS WHICH ARE
REVIEWED AND APPROVED BY AN APPROPRIATE LEVEL OF MANAGEMENT
AND APPLICABLE USER DEPARTMENTS.

20.

Description
Written specifications provide a benchmark that is helpful in
measuring the resulting systems. Approval by users and management
contributes greatly to the implementation of an adequately
controlled system.

Continuing review and approval of the
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21.

system facilitates the monitoring and maintenance of an

1

acceptable level of quality.

2

Review and Tests of Compliance
If the auditor plans to rely on general control No. 5, review

3
4

and tests of compliance may be carried out by using either

5

one or both of the following procedures:

6

a.

b.

Review design specifications and look for

7

written evidence of approval.

8

Interview management, users, and EDP

9

personnel to determine what approval procedures

10

are employed.

11

(Also, consider the need to test

check the operation of the approval process.)
General Control No. 6
22.

23.

12

13

SYSTEM TESTING SHOULD BE A JOINT EFFORT OF USERS AND EDP

14

PERSONNEL AND SHOULD INCLUDE BOTH THE MANUAL AND COMPUTERIZED

15

PHASES OF THE SYSTEM.

16

Description

17

Adequate system testing requires determining that a system

18

operates in conformity with its design specifications and

19

that it satisfies the user's requirements.

20

The testing

should be designed to ensure that correct input will provide

21

the desired output and that incorrect input, processing, or

22

output will be detected.

23

Parallel testing involves running

both an old and a new system at the same time and reconciling

24

January 31, 1976
- 38 the output to determine that any differences are in accord
with the requirements of the new system.

The auditor is

usually interested in considering this control on a historical
basis to determine that it was applied during the implementation
of new systems during the period under review.
24.

Review and Tests of Compliance
One or more of the following tests may be performed when the
auditor is planning to rely on general control No. 6:
a.

Review testing standards, test data, and
resulting output to determine if they appear
to be reasonably comprehensive.

b.

Interview user and EDP department personnel
to determine the test procedures used during
implementation.

c.

Perform processing using independently developed audit test data.

d.

Review the procedures for reconciling output
produced during parallel testing.

General Control No. 7
25.

FINAL APPROVAL SHOULD BE OBTAINED PRIOR TO PLACING A NEW
SYSTEM INTO OPERATION.

26.

Description
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27.

Before being used in normal operations, a system should

1

receive final approval from appropriate levels of management,

2

applicable user personnel, and EDP.

3

Typically, this includes

examination of the final tests results and review of

4

documentation, changes from the original design specifications

5

and planned procedures for system implementation and operation.

6

Review and Tests of Compliance

7

Either or both of the following steps may be performed if

8

the auditor is planning to rely on general control No. 7:

9

a.

b.

Review evidence of the approval of significant

10

accounting application systems.

11

Interview user and EDP personnel involved in

12

the approval process, inquiring about their

13

understanding of and satisfaction with the system.

14

General Control No. 8
28.

29.

15

ALL MASTER FILE AND TRANSACTION PILE CONVERSION SHOULD BE

16

CONTROLLED TO PREVENT UNAUTHORIZED CHANGES AND TO PROVIDE

17

ACCURATE AND COMPLETE RESULTS.

18

Description

19

Errors frequently occur in the conversion process.

Therefore

20

appropriate personnel should establish control procedures,

21

such as record counts and hash and amount totals, to reconcile

22

converted file to the original file.

23

It may also be advisable
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files to the converted file.

In some particularly sensitive

applications, confirmation requests may be sent to third
parties (e.g., customers or suppliers) asking them to
confirm the data on file as the data relate to them.
30.

Review and Tests of Compliance
Procedures which may be performed if the auditor plans to
rely on general control No. 8 include:
a.

Review plans for controlling the conversion from
one system to another.

In particular, evaluate

the procedures to be used to reconcile the new
files.
b.

Review or observe conversion procedures and controls.

c.

Test the conversion by tracing detailed records
from the old files to the new ones.

Then, trace

selected records from the new files to the old ones.
General Control No. 9
31.

AFTER A NEW SYSTEM HAS BEEN PLACED IN OPERATION, ALL PROGRAM
CHANGES SHOULD BE APPROVED BEFORE IMPLEMENTATION TO DETERMINE
WHETHER THEY HAVE BEEN AUTHORIZED, TESTED, AND DOCUMENTED.

32.

Description
After a system has become operational, its integrity should
be preserved.

There should be a formal procedure for requesting,
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33.

The

1

operations group should never authorize changes, but that

2

group should ascertain that changes have been approved before

3

placing revised programs in production status.

4

The operations

group may request changes to improve operational efficiency,

5

but the group should not have final authority to approve changes.

6

Operations personnel should have the sole authority to place

7

changed programs into production status and should exercise

8

control to preserve that authority.

9

Occasionally, operations

personnel may make temporary changes to a program to permit

10

the completion of a production run.

11

This is sometimes unavoid-

able, but it represents a serious breach of the segregation of

12

functions between operators and programmers.

13

The practice

should be expressly forbidden unless specific authorization

14.

of EDP management is obtained and the occurrence is documented.

15

To prevent errors from occurring in operational programs, all

16

changes should be thoroughly tested before implementation.

17

A modified program can usually be tested, at least in part,

18

by using test data that was employed during the initial

19

development of the system.

20

Results of subsequent testing

should be compared to and reconciled with original output.

21

When testing is complete, the changes should be reviewed and

22

approved by someone at the supervisory level who was not in-

23

volved in its development.

24

Review and Tests of Compliance

25
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procedures if a decision has been made to rely on general
control No. 9:
a.

Interview operations and systems personnel to
determine the procedures for controlling program
changes.

b.

Review documentation in support of program changes
to determine if the procedures are being followed.

c.

Trace selected program changes to the appropriate
supporting records to determine if the changes
have been properly approved.

d.

If extended testing seems warranted, compare the
original program source code and applicable
changes to the current operational version.
Reconcile any differences.

e.

Review program modifications, testing procedures,
and the preparation of supporting documentation
to obtain evidence of control over these activities.

f.

Review selected changes for proper approval.

g.

Review the results of tests that were made to
verify the correctness of system changes.
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General Control No. 10

1

34.

MANAGEMENT SHOULD REQUIRE VARIOUS LEVELS OF DOCUMENTATION

2

AND ESTABLISH FORMAL PROCEDURES TO DEFINE THE SYSTEM AT

3

APPROPRIATE LEVELS OF DETAIL.

4

Description

5

If management does not establish formal procedures to create

6

and maintain adequate documentation, there is a risk that EDP

7

applications or systems may not he well-documented.

8

35.

Good

documentation procedures facilitate program modifications and

36.

9 '

staff training, and provide the auditor with a starting point

10

for the review of accounting controls.

11

Chapter V contains

a more detailed discussion of the importance of documentation.

12

Review and Tests of Compliance

13

The auditor may perform either or both of the following

14

procedures if intending to rely upon general control No. 10:

15

a.

b.

Review documentation standards to determine whether

16

they provide for adequate documentation.

17

Review selected documentation to see that it

18

complies with the documentation standards.

19

AUDIT EFFECT OF A WEAKNESS IN DOCUMENTATION AND SYSTEMS CONTROLS

20

(GENERAL CONTROLS 4-10).

21

37.

Documentation is a valuable tool for understandng an EDP

22

application.

23

If adequate documentation is not available,
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it may be necessary to expend substantial effort to obtain

1

an accurate description of significant accounting applications
and their relationships, if any, to one another.

3

The absence of effective systems controls may create a

4

serious weakness in application accounting controls.

5

Usually,

this will require the auditor to devote more effort to the

6

evaluation of other accounting controls within significant

7

accounting applications.

8

The auditor should consider the

effect of weaknesses in documentation and systems controls

9

in the evaluation of applications and the subsequent evaluation

10

of accounting control.

11

HARDWARE CONTROLS

12

Overview

13

38.

Most computer systems can detect and record hardware failures,

14

although some systems are not designed to take advantage

15

of available controls.

16

For example, if a card reader fails

when reading a card, an indicator may be turned on within

17

the hardware.

18

Unless the indicator is checked by the program

which read the card, the system might not detect the failure

19

of the card reader.

20

Some types of failures will cause the

device or system to halt.

This type of control provides

indication of a hardware malfunction.

Failure to utilize

21
22

available hardware controls could result in significant

23

processing errors. A number of undetected minor errors can

24

have a cumulative effect that might well lead to a major

25
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However, because computer hardware is

1

normally quite reliable, information on hardware controls

2

usually is not reviewed by independent auditors unless

3

there is reason to believe that a hardware related problem

4

exists.

5

General Control No. 11

6

39.

THE CONTROL FEATURES INHERENT IN THE COMPUTER HARDWARE,

7

OPERATING SYSTEM, AND OTHER SUPPORTING SOFTWARE SHOULD BE

8

UTILIZED TO THE MAXIMUM POSSIBLE EXTENT TO PROVIDE CONTROL

9

40.

OVER OPERATIONS AND TO DETECT AND REPORT HARDWARE MALFUNCTIONS.

10

Description

11

Vendor supplied software usually incorporates comprehensive

12

operational control features. Magnetic tape-handling software

13

usually contains provisions for the creating and checking

14

of header and trailer records, including file name, record

15

counts, block counts, volume identification, date, and

16

retention period.

17

Similar capabilities are available for

other storage media.

41.

If these file control capabilities are

18

not used, other control techniques should be incorporated

19

in the computer programs.

20

Review and Tests of Compliance

21

When planning to rely on general control No. 11, the auditor

22

may employ one or more of these procedures:

23

a.

Review the vendor's literature or other sources

24

to determine the control capabilities provided in

25

the available hardware and software.

26
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b.

Review and evaluate the available control

1

features that have been included in the

2

3

operating system.
c.

If particular control features are not being

4

utilized, review the situation with management

5

and determine if there are any resulting weaknesses

6
7

in accounting control.
AUDIT EFFECT OF A WEAKNESS IN HARDWARE CONTROL (GENERAL CONTROL 11).

8

42.

9

If the EDP system is to be relied upon to produce accurate
results, the functions and operations of the computer hardware

10

must be accurate and the controls within the hardware and

11

software must be fully and effectively utilized.

12

Weaknesses

in any of these areas might seriously affect the auditor's

13

degree of reliance on the system's processing and output.

14

The auditor should consider any such weaknesses in the

15

evaluation of application controls and the subsequent

16

evaluation of accounting control.

17

ACCESS CONTROLS

18

Overview

19

43.

Access controls provide safeguards to insure that EDP resources

20

are properly utilized.

21

A weakness in, or lack of, access

controls may affect the integrity of a system and, therefore,

22

the auditor's reliance on the results produced by data

23

processing.

24

Proper access controls will assist in the

- 47 prevention or detection of deliberate or accidental errors

1

caused by:

2

•

•

Improper use or manipulation of data files

3

or unauthorized or incorrect use of a

4

computer program.

5

Improper use of computer resources.

6

General Controls No. 12

7

44.

ACCESS TO PROGRAM DOCUMENTATION SHOULD BE LIMITED TO THOSE

8

PERSONS WHO REQUIRE IT IN THE PERFORMANCE OF THEIR DUTIES.

9

45.

46.

Description

10

Program documentation is a valuable asset, which should be

11

subjected to restricted access.

12

To preclude misuse, it

should be kept in a special library and a log of its use

13

should be maintained.

14

Review and Tests of Compliance

15

One or more of the following procedures may be performed

16

when the auditor plans to rely on general control No. 12:

17

a.

b.

c.

Review the procedures for controlling access to

18

documentation.

19

Interview the custodian of the documentation

20

and systems personnel to determine that these pro-

21

cedures are currently being followed.

22

Observe the operation of access controls.

23
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1

47. ACCESS TO DATA FILES AND PROGRAMS SHOULD BE LIMITED TO

2

THOSE INDIVIDUALS AUTHORIZED TO PROCESS OR MAINTAIN

48.

PARTICULAR SYSTEMS.

3.
4

Description

5 .

Generally, this control is called a librarian function.

6

In large systems, one or more persons may be assigned to the

7

librarian function on a full-time basis.

8

It is sometimes

necessary to assign a librarian to every operating shift
within EDP.

In other instances, a librarian will work the

9
10

prime shift and supervisory personnel will be assigned to

11

the function for other hours of operation.

12

On the other

hand, small systems may have a part-time librarian.

If

13

the librarian works during the prime shift only, the files

14

scheduled to be run during other periods may be made

15

available, while the remainder of the library remains

16

inaccessible.

17

Several librarian software systems support

many of the control techniques needed for an effective

18

librarian function.

19

Such systems are designed to control

programs and, in some cases, data files. A librarian

20

software package can provide good control if care is

21

exercised in distributing passwords used to authorize

22

modifications of programs within the library.

23

The integrity

of the system is seriously compromised when these passwords

24

are not rigidly controlled.

25
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Review and Tests of Compliance

1

The auditor may perform one or more of the following pro-

2

cedures when planning to rely upon general control No. 13:

3

a.

b.

c.

d.

Review the librarian function to determine if

4

it is adequate to preclude unauthorized access

5

to programs or data files.

6

Review file and program usage records to test

7

the library function as it applies to significant

8

accounting applications.

9

If the librarian function is a part-time duty

10

of one or more employees, determine that other

11

duties are not incompatible with the control aspects

12

of the librarian function.

13

If the librarian function appears to provide an

14

inadequate level of control, the auditor should

15

determine whether there are other effective

16

procedures for limiting access to data files and

17

programs.

18

General Control No. 14

19

50.

ACCESS TO COMPUTER HARDWARE SHOULD BE LIMITED TO INDIVIDUALS

20

AUTHORIZED TO OPERATE THE EQUIPMENT.

21

Description

22

EDP management or some other party should regularly review

23

machine utilization reports and console logs to detect

24

unauthorized or unreported computer operations

25

51.

and thus
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provide a control over machine utilization.

All computer

processing should be scheduled and regularly compared to

2

usage reports and console logs so that major variations

3

can be investigated.

4

The volume of the console log printout

makes the review a difficult task.

Many computer systems

5

that use an operating system have the capability of collecting

6

utilization data that typically form the basis for billing

7

computer costs to user departments.

8

A review of the output

reports from this accounting facility provides insight
into machine utilization.

52.

1

Once again, the volume of data

9
10

collected often makes the review a very difficult undertaking.

11

Moreover, for small systems, logs and utilization data

12

usually are not available.

13

In these cases, a manual

record should be maintained and periodically, usually monthly,

14

compared to the hardware's elapsed meter time.

15

Review and Tests of Compliance

16

Some of the following procedures may be performed if the

17

auditor decides to rely on general control No. l4:

18

a.

b.

Review the procedures for collecting and

19

analyzing utilization data.

20

Determine the

extent and timing of management's review of

21

these data.

22

Review, on a test basis, available console

23

logs.

24

Select questionable entries on the logs

and make inquiries as to how they were resolved.

25
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Compare, on a test basis, utilization records

1

to systems documentation to determine that

2

operations are being performed in accordance

3
4

with the schedule.
AUDIT EFFECT OF A WEAKNESS IN ACCESS CONTROLS (GENERAL CONTROLS
12-14).
53.

5
6

A weakness in or lack of

7
8

such controls increases the opportunity for unauthorized

9

Access controls are designed to limit access to documentation,
files, programs, and hardware.

modifications to files and programs, as well as misuse of

10

the computer hardware.

11

Weaknesses in access control

decrease the integrity of the system.

The auditor should con-

12

sider any weaknesses in access control in the evaluation of

13

application controls and the subsequent evaluation of

14

accounting control.

15

DATA AND PROCEDURAL CONTROLS

16

Overview

17

54.

Once a new application has become operational, it should

18

be subject to controls to insure prompt and accurate

19

processing.

20

Data and procedural controls provide a framework

for controlling daily operations and establishing safeguards

21

against processing errors.

22

The following controls may be

established within the data processing department:

23

•

A control or balancing function

24

•

Written manuals in support of systems and procedures

25
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55.

Capability to restore or replace lost, damaged,

1

or incorrect files.

2

Although many auditors do not classify physical security as

3

an accounting control, it can be quite important and deserves

4

some consideration.

Because physical security is such an

5

important factor in the operation of any computer system,

6

a brief section dealing with it is included in this guide.

7

Auditors should be aware that, except to the extent that

8

they enforce a segregation of functions or limit access

9

to EDP files and facilities, physical security controls

10

do not normally have an impact on the evaluation of general

11

controls, application controls, or non-EDP accounting controls.

12

A weakness in physical security controls would not affect

13

the nature, timing, and extent of substantive tests.

14

However,

the auditor may wish to review these controls to provide

15

constructive suggestions for improvement.

16

General Control No. 15
56.

57.

17

A CONTROL FUNCTION SHOULD BE RESPONSIBLE FOR RECEIVING

l8

ALL DATA TO BE PROCESSED, INSURING THAT ALL DATA ARE RECORDED,

19

FOLLOWING UP ON ERRORS DETECTED DURING PROCESSING TO SEE THAT

20

THEY ARE CORRECTED AND RESUBMITTED BY THE PROPER PARTY,

21

AND VERIFYING THE PROPER DISTRIBUTION OF OUTPUT.

22

Description

23

Ideally, this control function should be performed by a

24

group that is independent of EDP operations, the user, systems,

25

or programming.

26

Quite often, however, the function is
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While not quite as

effective as an independent group, a user control group

2

is not necessarily indicative of an inadequate level of

3
4

control.

The control requirement can be satisfied if the

control function is organizationally independent of EDP
operations.

The control function should coordinate between

users and EDP.

58.

1

In this role, it serves as a check on both

5
6

the users (by balancing input controls) and EDP (by reconciling

7
8

input and file controls to system generated controls).

9

The control function should maintain totals on input, master,

10

and output files and verify these totals whenever a file

11

is processed.

12

The control function staff should be appropriate

to the amount of work to be performed.

13

Review and Tests of Compliance

14

The auditor may perform one or more of the following pro-

15

cedures if reliance is to be placed on general control No. 15:

16

a.

b.

c.

Review the organizational structure and

17

relationships of the control function.

18

Obtain additional information about the

19

application of controls by interviewing users,

20

EDP personnel, and personnel involved in

21

the control function.

22

Review, on a test basis, reconciliations of

23

control totals between users, EDP, and the

24

control function.

25
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Review the procedures for distributing

1

output reports to determine that only

2

authorized users receive copies of the output.

3

General Control No,. 16

4

59. A WRITTEN MANUAL OF SYSTEMS AND PROCEDURES SHOULD BE

5
6

PREPARED FOR ALL COMPUTER OPERATIONS AND SHOULD PROVIDE
FOR MANAGEMENT'S GENERAL OR SPECIFIC AUTHORIZATION TO

60.

PROCESS TRANSACTIONS.

7
8

Description

9

Computer operator manuals should clearly outline operational

10

steps to be followed.

11

They should identify files to be used

and any other required input); describe action required to

12

respond to halts or error messages; give checkpoint and

13

restart procedures to be followed; include instructions

14

for distributing input and output; and provide job control

15

specifications that may be required by the operating system.

16

Such manuals are useful in training new operators and provide

17

documentation needed to compare actual performance against

18

operations as originally planned.

19

The computer's operating

system may be structured so that job processing procedures

20

are provided through a control language which cannot be

21

easily altered by an operator (in some instances, providing

22

a higher level of control than a written manual).

23
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Review and Tests of Compliance

1

Procedures that the auditor may perform when reliance is

2

to be placed on general control No. 16

3

a.

b.

include:

Review operations manuals and determine if

4

they appear to provide the operator with a

5

clear understanding of processing.

6

Observe, on a test basis, operations to determine
that operations described in the manuals are being

7
8

carried out.

9

General Control No. 17

10

62. *INTERNAL AUDITORS OR SOME OTHER INDEPENDENT GROUP WITHIN AN

11

63.

ORGANIZATION SHOULD REVIEW AND EVALUATE PROPOSED SYSTEMS

12

AT CRITICAL STAKES OF DEVELOPMENT.

13

Description

14

User departments and system analysts have the primary

15

responsibility for designing, implementing and testing a

16

system in accordance with management's general or specific
authorization in a manner that is efficient, leaves an

17
18

audit trail, and includes adequate control procedures.

19

Internal auditors or some other independent group within an

20

organization (e.g., a systems steering committee, a data

21

processing review task force, a user's EDP liaison group, etc.)

22

*

See SAS No. 9, "The Effect of an Internal- Audit Function on the
Scope of the Independent Auditor's Examination", AICPA, 1976.
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64.

are often responsible for reporting to management whether

1

or not such criteria are being met.

2

Since systems often

require much effort to develop, it is important that internal

3

auditors or some other independent group within an organization

4

express their views to management as soon as possible after

5

a critical development stage has been reached so that the

6

development team's efforts are not wasted.

7

The following

are usually considered critical development stages of a

8

system:

9
a.

Feasibility study

10

b.

General design

11

c.

Specific design

12

d.

Testing

13

e.

Conversion and implementation

14

Review and Tests of Compliance

15

Procedures that may be performed when an auditor intends to

16

rely on general control No. 17 include:

17

a.

b.

Interview EDP personnel, users, and internal

18

auditors or other independent groups within

19

an organization to determine the extent of

20

their involvement in systems design and

21

implementation.

22

Evaluate the extent and quality of the

23

internal auditors' or other independent

24

group's participation by reviewing their

25

workpapers and reports.

26
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1

65.

ON A CONTINUING BASIS, INTERNAL AUDITORS OR SOME OTHER

2

INDEPENDENT GROUP WITHIN AN ORGANIZATION SHOULD REVIEW AND

3

TEST COMPLIANCE WITH ESTABLISHED CONTROLS.

4

Description

5

Internal auditors or some other independent group within an

6

organization should normally verify control procedures, by

7

utilizing techniques such as computer audit software,

8

observation of operations, examination of control logs, etc.

9

66.

67.

Review and Tests of Compliance

10

If the auditor plans to rely on general control No. 18,

11

either or both of the following procedures may be performed:

12

a.

b.

Determine the nature and extent of the

13

independent review and test of established

14

controls.

15

Evaluate the independent review by examining

16

reports and workpapers.

17

Physical Security

18

68.

A PLAN TO PROVIDE FOR THE PHYSICAL SECURITY OF THE COMPUTER

19

INSTALLATION SHOULD BE IN EFFECT.

20

Description

21

As already mentioned in the overview, many auditors do not

22

consider physical security to be a necessary part of their

23

evaluation of general, application, or other non-EDP accounting

2k

69.
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However, it is an important topic, and the

1

auditor should communicate to management any constructive

2

suggestions developed during the course of the review.

3

Physical security can improve the separation of custody

4

over assets, prevent the accidental or intentional destruction

5

of data, provide for the replacement of records that may

6

be destroyed, and ensure the continuity of operations

7

following a major hardware or software failure.

8

Of particular importance are the plans for providing backup

9

(i.e., providing for the restoration of operations after a

10

physical disaster or hardware failure has taken place.

11

Computer systems and files which are considerably more

12

fragile than manual or mechanical systems, usually create

13

a tendency to concentrate more of an entity's records in one

14

physical location.

15

Both of these factors combine to create

a greater potential for a serious business interruption than

16

exists in most manual systems.

17

Piles on tape or disc cannot

be read without programs and a computer.
process, the computer is useless.

Without files to

The control system should

18
19

include provision for adequate backup of files, programs,

20

documentation, supplies, and hardware to insure the ability

21

of the EDP installation to continue operations.

22

Some controls that might be reviewed, for purposes of making

23

recommendations to management, include:

24
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•

Off-premises storage of important files,

1

programs, and documentation, as well as

2

a formal plan for record retention.

3

Environmental controls to protect against

4

excess humidity, temperature or other

5

atmospheric conditions.

6

Protection of computer hardware, programs, and
files against fire and other hazards.

7
8

•

Documentation of emergency procedures.

9

•

Business interruption insurance to cover the

10

costs of restoring EDP operations.

11

•

•

AUDIT EFFECT OF A WEAKNESS IN DATA AND PROCEDURAL CONTROLS (GENERAL

12

CONTROLS 15-18).

13

70.

Data and procedural controls are essential when relying on

14

an application to furnish accurate, reliable results.

15

The

objectives of these controls within EDP are similar to those

16

that auditors would expect to find in most manual applications.

17

Serious weaknesses in data and procedural controls can affect

18

the auditor's ability to rely on the system's output when

19

establishing the scope of substantive testing.

20

Of particular

importance are those controls considered by internal auditors.

21

The independent auditor may look to the internal auditors to

22

assist them in obtaining information needed in the review of

23
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significant accounting applications.

The independent auditor

1

should consider weaknesses in data and procedural controls

2

in the evaluation of application controls and the subsequent

3
4

evaluation of accounting control.
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CHAPTER IV
APPLICATION CONTROLS

1
2

INTRODUCTION

3

1.

Having completed the review, tests of compliance, and

4

evaluation of general controls (See Chapter III), and having

5

considered any weaknesses in determining whether reliance

6

will be placed on EDP accounting controls in restricting

7

the nature, extent, and timing of substantive tests, the

8

auditor is ready to complete the study and evaluation of

9

application controls.

2.

3.

Obviously, if the auditor has decided

10

not to rely on EDP accounting controls, there would be no

11

need to complete the study and evaluation of application

12

controls.

13

During the review of application controls, the auditor would

14

consider any weaknesses that exist within the general

15

controls.

16

The review might include only those controls

related to significant accounting applications, rather than

17

all EDP applications.

18

This Chapter discusses the following categories of application 19
controls as they relate to specific accounting applications:

20

•

Input controls

21

•

Processing controls

22

•

Output controls

23

For each category, an overview is followed by a listing of

24

basic controls.

25

Each basic control is discussed in terms
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of its purpose, and suggested procedures for performing

1

reviews and tests of compliance are provided.

2

In Chapter

III, the discussion of each category of general controls

3

concluded with a brief statement of the possible audit effects

4

of a weakness in that category of controls.

5

However, since

application controls should be evaluated for each significant

6

accounting application, it would not be logical to evaluate

7

the audit effects of weaknesses in each category.

8

Instead,

this Chapter concludes with a section that describes the

9

audit effects of application control weaknesses on the evaluation
of accounting control for significant accounting applications. 11
4.

No attempt has been made to rank these controls in

order of their relative importance because this is a matter
of audit judgment.

12
13

The auditor should consider the importance 14

of the presence or absence of each control as one element

15

in the evaluation of accounting control for the accounting

16

application under review.

17

Some control features tend to be

redundant, and the absence of individual controls may not

18

necessarily constitute a significant weakness for the auditor's 19
purpose.

Therefore, the auditor is not expected to perform

20

reviews and tests of compliance of every control feature;

21

rather only of those that will serve as a basis for audit

22

reliance.

23

Similarly, the auditor would not normally rely

on any one control, in and of itself.

Each individual control 24

should be reviewed and evaluated as an element of the accounting25
control for the application under review.

26
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INPUT CONTROLS

1

Overview

2

5.

"Input controls are designed to provide reasonable

3

assurance that data received for processing by EDP have been

4

properly authorized, converted into machine sensible form

5

and identified, and that data (including data transmitted

6

over communication lines) have not been lost, suppressed, added, 7
duplicated, or otherwise improperly changed.

Input controls

include controls that relate to rejection, correction, and

6.

8
9

resubmission of data that were initially incorrect."1

10

There are four basic categories of input to be controlled:

11

a.

Transaction Entry

12

Because transaction entry frequently represents

13

the largest volume of activity, it usually accounts

14

for the greatest number of errors. Additionally,

15

the entry of transactions may cause the system

16

to generate additional related transactions. For

17

example, an inventory withdrawal might cause a

18

purchase order and receiving documents to be

19

generated.

20

Standardized input forms may be used to reduce

21

and control errors. A carefully structured form

22

makes it easy for the preparer to complete the

23

document quickly and easily while poor forms

24

design may lead to an unnecessarily high error

25
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Some systems use terminal devices for the

direct entry of input without the need to prepare
documents.

A wide variety of devices are available.

Input may be structured in several different ways.
A blank form can be displayed on a screen for the
operator to complete.

A question and answer approach

may be used to guide the operator through the data
elements that must be provided as part of the input.
Lighted keys may be employed to indicate the sequence
of steps to be followed.

Some input can be subject

to a clerical review designed to check the accuracy
of its preparation before the input is processed
by the system.
b.

File Maintenance Transactions
File maintenance (updating) often involves a limited
volume of data, originates from restricted sources,
and has a relatively long-term impact on the file or
files that are updated (e.g., a change of address on
a customer master file).

Errors in the maintenance

of master files can have a continuing impact on
accounting transactions.

For example, an error in

changing sales prices on a produce master file could
have a cumulative effect that would be material. *
c.

Inquiry Transactions
These transactions do not change the file that is
referenced, but they can serve to trigger other

January 31, 1976
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d.

decisions on the part of the user, which may

1

result in other transactions or inputs.

2

For example,

an inventory status inquiry may indicate an out-of-

3

stock condition for a particular item, which

4

might trigger the preparation of a purchase order

5

and an update of a pending order file.

6

Error Correction Transactions

7

Action taken to correct known errors can involve

8

complex procedures; such as reversal of the original

9

transaction, adjustment of the original transaction,

10

entry of a new transaction, reentry of the original

11

transaction, or some combination of these entries.

12

Error correction is usually more complex than the

13

original transaction entry, and offers a greater

14

opportunity for additional errors.

15

Application Control No. 1

16

7.

17

ONLY PROPERLY AUTHORIZED AND APPROVED INPUT, PREPARED IN

ACCORDANCE WITH MANAGEMENT'S GENERAL OR SPECIFIC AUTHORIZATION,18

8.

SHOULD BE ACCEPTED FOR PROCESSING BY EDP.

19

Description

20

Each application should include a procedure for authorizing

21

input transactions.

22

Authorization is normally evidenced

by a signature or a stamp on a source document or by user

23

department approval of a batch of documents.

In systems

24

where input is not supported by documents, authorization

25

may be controlled by a program that checks an internal table

26
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1

to both operate the terminal and enter that type of transaction. 2

the input transaction.

3
4

Most applications involve a large number of transactions of

5

relatively small individual dollar amount.

6

Terminal and user identification is then stored as part of

In such instances,

a form of blanket approval may be in effect.

For example,

7

a transportation company might spend an average of $20.00

8

investigating each damage claim, about 60% of which were

9

for less than $20.00.

By granting a basic authority to pay

10

all claims of $20.00 or less without investigation, the

11

management has given general authorization. This is an

12

acceptable alternative when specific authorization of each

13

transaction is not practical. Another alternative is using

14

the computer to perform part of the authorization function.

15

For example, a disbursement application might prepare a

16

check without further authorization when an approved voucher

17

payable, purchase order, and receiving report are recorded

18

within the system.

19

Although the actual disbursement might

not carry an approval, it could be traced or referenced

20

to properly approved, related transactions.

21

When input transactions are not approved before processing,

22

controls may be provided by one or more of the following

23

techniques:

24
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•

•

9.

An independent review of transaction output, by

1

either an independent group or the user department

2

that originated the input.

3

A review of input data after it has "been processed.

4

The review may be performed by personnel who have

5

the authority to approve transactions.

6

Transactions in excess of a specified dollar limit

7

can be reported and subjected to a post input

8

authorization on an exception basis.

9

This technique

is particularly useful in large-volume applications

10

where many transactions have a low dollar value.

11

Review and Tests of Compliance

12

If the auditor plans to rely on application control No. 1,

13

as it applies to a particular application, one or more of

14

the following procedures may be performed:

15

a.

b.

c.

Obtain or prepare a list of sources for input

16

transactions along with the required authorizations.

17

Examine, on a test basis, evidence that trans-

18

actions were properly authorized

19

Investigate significant exceptions in the

20

authorization process.

21

Application Control No. 2
10.

THE SYSTEM SHOULD VERIFY ALL CODES USED TO RECORD DATA.
*

22

23
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Description

1

In many instances, computer processing is most efficient

2

when codes are used to represent data.

3

For example, a

two-character numeric field could store codes that represent

4

99 geographic locations (e.g., 36 = New York, 24 = Ohio,

5

etc.) whereas the use of names would require a much larger

6.

field.

7

Codes are sometimes used to allow the system to

perform functions more efficiently.

For example, names are

often assigned codes which, when sorted into numerical

12.

8
9

sequence, will place the names in proper alphabetical order.

10

Self checking digits are often added to code numbers to

11

detect transpositions or other clerical errors.

12

Other

techniques may be used to ensure the validity of codes.

13

For example, input data might include both account number

14

and the first three letters of the account name; if either

15

of these elements does not match the master file, the

16

transaction is rejected.

17

Review and Tests of Compliance

18

If the auditor plans to rely on application control No. 2,

19

either or both of the following procedures might be performed:

20

a.

b.

Review procedures for the application and

21

verification of codes, and determine that

22

reasonably effective techniques are being used

23

to check their accuracy.

24

Trace, on a test basis, code values on transaction

25

files to supporting source documents to determine

26

that transactions are properly coded.

27
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13.

14.

1

CONVERSION OF DATA INTO MA CHINE-SENSIBLE FORM SHOULD BE

2

CONTROLLED.

3
4

Description
Conversion of data into machine-sensible form is often
a major source of error.

The most common mistakes involve

keying errors or the dropping of records.

Techniques

available to minimize errors include the following:
a.

b.

c.

Record Counts

5
6
7
8
9

The transactions to be converted are counted.

10

After conversion, the new records are counted

11

and the total is compared to the original count.

12

Batch Controls

13

Items to be processed are collected into groups

14

and counted (batched).

15'

After processing, a control

total (e.g., sales dollars) or hash total (e.g.,

16

the sum of all account numbers) for each batch is

17

reconciled after processing, to the original control

18

total.

19

Batches can also be numbered, and the

computer can be programmed to account for numerical

20

sequence and provide a printed report of missing

21

batches.

22

Computer Editing

23

The computer can perform a wide range of edit tests

24

on input records, for example, reasonableness tests

25

(e.g., time cards exceeding a reasonable number of

26
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d.

hours) and cross-checks between files to verify

1

relationships (e.g., the transaction is for an

2

open account on the master file).

3

Verification

4

Data conversion is performed on a dual basis.
conversion the two versions are compared.

e.

15.

After

This

5
6

technique is used primarily in the keying of data

7

for batch-oriented operations, but can also be

8

applied in other environments by review and

9

verification of edit listings.

10

Anticipation Control

11

This technique is based on the anticipated receipt

12

of particular data.

13

For example, a payroll

application may be programmed to expect a time card

14

for each employee and to print an exception listing

15

of those employees from whom no time card is received.

16

Review and Tests of Compliance

17

One or more of the following procedures might be employed

18

if the auditor plans to rely on application control No. 3:

19

a.

b.

Review the procedures and techniques for

20

controlling the conversion of input to machine-

21

sensible form.

22

Observe the performance of verification procedures

23

and the processing of edit or exception listings.

24
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c.

Trace, on a test basis, batch totals to control logs.

1

d.

Compare, on a test basis, edited transactions to

2

original input.

.3

Use a test deck to test the operation of specific

4

control features or enter ambiguous or false data

5

into the normal input processing flow to see if

6

errors are detected.

7

e.

In both of these approaches,

the processing of audit data must be carefully

8

coordinated with client personnel to prevent adverse

9

effects on normal processing and to provide for the

10

reversal of any resulting entries on the financial

11

records.

These approaches are useful only when the

12

auditor is able to determine that the program being

13

tested was being used for normal processing during

14

the period of time covered by the audit.

15

Since it

is often quite difficult to make this determination,

16

these two approaches can be extremely difficult to

17

implement.

18

Application Control No. 4

19

16.

MOVEMENT OF DATA BETWEEN ONE PROCESSING STEP AND ANOTHER,

20

OR. BETWEEN DEPARTMENTS, SHOULD BE CONTROLLED.

21

Description

22

Control over data movement is designed to preclude lost,

23

17.

added, or altered data.

Such control should be established 24

within user groups, the control group, and the EDP department.
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This control usually begins with input control totals

1

which are developed and then reconciled with run-to-run

2

controls (see application control No. 6, Processing

3

Controls) that are generated each time data are processed.

4

Batch controls and signed receipts can be used to control

5

the physical flow of data.

6

At each step, the receiver

acknowledges that he has the data which should be

6

balanced to a transaction count or control total.

7

Review and Tests of Compliance

8

The auditor may employ one or more of the following pro-

9

cedures when planning to place reliance on application

10

control No. 4:

11

a.

Review data movement control procedures.

12

b.

Observe the procedures for issuing and verifying

13

receipts used to control data movement, and review

14

procedures for batch total reconciliation.

15

Trace, on a test basis, a group of transactions

16

through the system from initiation to completion

17

of processing.

18

Test the reconciliation of key run-to-run controls.

19

c.

d.

Application Control No. 5

20

19.

THE CORRECTION AND RESUBMISSION OF ALL ERRORS DETECTED BY

21

THE APPLICATION SYSTEM SHOULD BE REVIEWED AND CONTROLLED.

22
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Description

1

The system should maintain control over the errors detected

2

until they have been resolved.

3

Effective control is

usually achieved by assigning this responsibility to a

4

specific individual or group.

5

The errors should be cor-

rected either by the group which caused them or by an

6

independent third party who reviews them with the

7

originator.

8

The EDP department usually corrects only

those errors that originated within EDP (e.g., data entry

9

or keypunch errors).

10

Errors may be assigned a unique identification number and

11

then recorded in a manual or computerized log that also

12

indicates the action to be taken to correct them.

Strict

13

control should be maintained over uncorrected errors, and

14

all errors should be cleared within a reasonable period

15

of time.

16

The error log should contain complete details

for each error, such as transaction date, program that

17

detected the error, time, date, nature of the error, and

18

an error log number.

19

A supervisor should review the

error log at regular intervals and initiate action on old

20

items.

21

Unless carefully controlled, the error detection

and control procedure can itself become a source of error.

22

For example, an error may be rejected by the system and

23

never re-entered.

24

A correction or revision that is

entered into the system should be subjected to the same

25

edits and controls that were applied to the original trans- 26
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action that gave rise to the error.

1

Review and Tests of Compliance

2

The auditor may perform one or more of the following procedures if planning to place reliance on application

3
4

control No. 5:

5

a.

b.

Review error handling control procedures to deter-

6

mine their adequacy.

7

Review the error log to determine if any items

8

have remained uncleared for an unreasonably long

9

time.

10

c.

Investigate, on a test basis, old uncleared errors.

11

d.

Observe the performance of error handling procedures. 12

e.

Test for proper recording of errors in the error log. 13

f.

Test error clearance and the resulting corrected

14

transaction.

15

PROCESSING CONTROLS

16

Overview

17

22.

"Processing controls are designed to provide reasonable

18

assurance that electronic data processing has been per-

19

formed as intended for the particular application; i.e.,

20

that all transactions are processed as authorized, that

21

no authorized transactions are omitted, and that no un-

22

authorized transactions are added."2

23
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Processing controls, which are usually included in appli-

1

cation programs, are designed to prevent or detect the

2

following types of errors:

3

Failure to process all input transactions, or

4

erroneous processing of the same input more than

5

once.

6

b.

Processing and updating of the wrong file or files.

7

c.

Processing of illogical or unreasonable input.

8

d.

Loss or distortion of data during processing.

9

a.

Application Control No. 6

10

24.

CONTROL TOTALS SHOULD BE PRODUCED AND RECONCILED WITH

11

INPUT CONTROL TOTALS.

12

Description

13

The system should facilitate balancing input controls with

14

processing controls (i.e. run-to-run controls).

15

25.

26.

For

example, if a general ledger system provides for total

16

debits and credits to be posted as an input control, the

17

system should be programmed to produce corresponding debit

18

and credit totals.

19

Review and Tests of Compliance

20

The auditor may perform one or more of the following pro-

21

cedures if planning to place reliance on application

22

control No. 6:

23
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a.

Review the procedures for generating and reconciling

1

control totals.

2

b.

Observe the performance of the reconciliation process.

3

c.

Trace, on a test basis, control totals to related

4

input controls.

5

Application Control No. 7

6

27.

CONTROLS SHOULD PREVENT PROCESSING THE WRONG FILE, DETECT

7

ERRORS IN FILE MANIPULATION, AND FLAG OPERATOR CAUSED ERRORS.

8

Description

9

28.

Processing programs should check file identification, dates

10

or version numbers to determine that the proper file is being

11

processed.

12

check.

External labels may be subjected to a manual

For example, payroll check processing may be

accurate in all respects, except for updating the wrong

14

year-to-date earnings file.

15

This type of error could be

prevented by a system of internal labels.

29.

13

Parameter cards,

16

processing or transaction dates, job control or execution

17

commands, and other commands entered by operators should

18

be controlled.

19

In some cases the system can be programmed

to print the input received so that the operator can

20

verify it before processing begins.

21

Review and Tests of Compliance

22

The auditor may employ one or more of the following pro-

23

cedures if planning to place reliance on application

24

control No. 7:

25
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Review file and processing controls to determine

1

their adequacy.

2

b. Review, on a test basis, the console log for error

3

messages caused by operator action or for indi-

4

cations that label processing and checking are being

5

bypassed.

6

Application Control No. 8

7

30.

LIMIT AND REASONABLENESS CHECKS SHOULD BE INCORPORATED

8

WITHIN PROGRAMS.

9

31.

Description

10

Properly designed programs may contain a variety of logic

11

checks that preclude such processing errors as:

12

•

Reducing inventory quantity to a minus value

13

•

Charging depreciation in excess of original

14.

asset value
•

.15

Accepting a credit sale for a closed account

16

To some extent, these controls overlap those already pre-

17

sented in the earlier discussion of input (application

18

control No. 3, sections 13-15).

19

It is impossible to draw

a clean line of distinction between controls over input

20

and controls over the subsequent processing of that input.

21

Accordingly, in practice, the auditor would review and

22

test both controls concurrently.

23

A wide variety of logical tests may be used to verify the

24
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contents and relationships of records during the processing

1

cycle.

2

Some of these tests include the following:
•

Comparison to a limit

3

•

Comparison to a range of values

4

•

Test for proper mathematical sign

5

•

Test for zero value

6

•

Test for non-numeric data in a numeric field

7

•

Comparison of field value or code against a table

8

of allowed values or codes

9

•
32.
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Test of logical relationship between fields.

10

Review and Tests of Compliance

11

One or more of the following procedures may be used by the

12

auditor when planning to place reliance on application

13

control No. 8:

14

a.

b.

c.

Review the application output for evidence that

15

logical editing tests have been applied.

16

An absence

of errors may indicate that an effective editing

17

job has been performed or that no errors were present.

18

Review error listings to determine if items that

19

did not pass edit criteria were detected (this

20

procedure is effective only for evaluating errors

21

that were detected by the edits).

22

Use computer audit software to perform a post edit

23

on the output files for significant accounting

24

applications.

25
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d.

Use test decks to test the limit and reasonableness

1

checks in the system.

2

(The precautions in paragraph 15e related to the

3

use of test decks also apply to this procedure.)

4

Application Control No. 9

5

33.

RUN-TO-RUN CONTROLS SHOULD BE VERIFIED AT APPROPRIATE POINTS

6

IN THE PROCESSING CYCLE.

7

Description

8

Selected field totals and record counts should be accumulated

9

34.

35.

and compared, where appropriate, on a run-to-run "basis.

10

Errors could be caused by operator mistakes (such as using

11

the wrong version of a file), a program operating system,

12

or hardware failure.

For example, if 10,000 transactions

13

totaling $100,000 were currently processed, and the prior

14

open item file contained 80,000 transactions totaling

15

$700,000, the updated output file should contain 90,000

16

records totaling $800,000.

This type of control can be

17

exercised either manually or within a computer program.

18

Review and Tests of Compliance

19

When planning to rely on application control No. 9, the

20

auditor may perform one or more of the following pro-

21

cedures:

22

a.

Review the control totals that are being generated

23

to determine if they provide a basis for establishing

24

adequate run-to-run controls.

25
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Observe procedures for reconciling run-to-run

1

controls.
2

c.

Test the reconciliation of selected run-to-run

3

controls.

4
OUTPUT CONTROLS

5

Overview

6

36.

"Output controls are designed to assure the accuracy of

7

the processing result (such as account listings or displays,

8

reports, magnetic files, invoices, or disbursement checks)

9

37.

and to assure that only authorized personnel receive the

10

output."3

11

The basic output controls are as follows:

12

•

Balancing

13

•

Visual scanning or verification

14

•

Distribution

15

The two categories of output that must be controlled are

16

machine-sensible files and reports or listings (whether

17

printed, displayed on terminals, or recorded on microfilm).

18

Application Control No. 10

19

38.

OUTPUT CONTROL TOTALS SHOULD BE RECONCILED WITH INPUT AND

20

PROCESSING CONTROLS.

21

39. Description

22

Output controls should be reconciled to other controls.

23

Ideally, reconciliations (e.g., balancing to general ledger

24
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figures) should be performed by the user, by an

1

independent control group, or by the. computer program

2

used for the processing.

3

In the latter case, exceptions

or out-of-balance conditions would appear on error

4

reports.

5

(For a further discussion of the role of an

independent control group, see Chapter III, paragraphs

6

56-58).

7

Review and Tests of Compliance

8

Procedures that may be employed when the auditor plans to

9

rely on application control No. 10 include:
a.

Review the procedures for reconciling output to

11

other control totals.

12

b.

Observe the performance of reconciliations.

13

c.

Test reconciliations.

14

d.

Test the procedures used by user departments or

15

independent groups to review output.

16

Application Control No. 11
41.

42.

10

17

IF CONTROL TOTALS ARE NOT USED, THE OUTPUT SHOULD BE SCANNED18
AND TESTED BY COMPARISON TO ORIGINAL SOURCE DOCUMENTS.

19

Description

20

Master file revisions of non-numeric data are an example

21

of the type of transaction that cannot be controlled by

22

the balancing of totals.

23

For example, a single error in

the description (e.g., wrong size) of a popular item on

24
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the pricing master file could cause thousands of shipments

1

to be in error. Although some control can be achieved by

2

reconciling record counts, additional procedures are

3
usually required. A report of master file or other critical 4

43.

file revisions showing the before and after contents of

5

the file should be prepared and subjected to an item-by-

6

item comparison with source records.

master file changes can be verified by confirming them

7
8

directly with the third parties involved.

9

In some systems,

For example,

stockbrokerage firms normally confirm address changes with

10

their clients and banks often confirm the closing of

11

accounts.

12

Review and Tests of Compliance

13

One or more of the following procedures may be performed

14

if the auditor plans to place reliance on application

15

control No. 11:

16

a.

Review the procedures for verifying changes that

17

do not lend themselves to control by the balancing

18

of totals.

19

b.

Observe the performance of verification procedures.

20

c.

Test the comparison of output with source documents.

21

d.

Confirm, on a test basis, under audit control,

22

master file changes with the affected third parties.

23

Application Control No. 12

2k
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44.

45.

SYSTEMS OUTPUT SHOULD BE DISTRIBUTED ONLY TO AUTHORIZED

1

USERS.

2

Description

3
4

Output should be delivered on a timely basis to properlyauthorized users.

In many instances (e.g., payroll checks,

all output to provide an element of security for con-

5
6
7
8

fidential data and to help prevent errors or irregularities

9

product costs) the output is confidential.

An independent

control group should he responsible for the distribution of

that might result from the diversion of output.

(For a

10

further discussion of the functions of an independent control 11

46.

group, see Chapter III, Sections 56-58.)

12

Review and Tests of Compliance

13

One or more of the following procedures may be performed if

14

the auditor is planning to rely on application control

15

No. 12:

16

a.

Review procedures for controlling the distribution

17

of output.

18

b.

Observe the distribution of output.

19

c.

Test the distribution of selected outputs to determine 20
that the recipients are properly authorized.

AUDIT EFFECT OF A WEAKNESS IN APPLICATION CONTROLS
47.

21
22

As stated in the introduction to this chapter (paragraph 3), 23
application controls should be evaluated for each significant accounting application.

24

The effectiveness of controls 25
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in each category (i.e., input, processing, and output)

1

should be considered in relation to their impact on the

2

application being reviewed (i.e., a weakness in one

3

category might well be offset by a strength in another.

4

For example, a poor level of control over the verification

5

of code value input (application control No. 2) might be

6

compensated by an adequate system of processing edit
controls (application control No. 8). Since there is no

7
8

effective way to codify the evaluation process, the auditor

9

must exercise judgment in light of the adequacy of control

10

and the significance of the individual accounting appli-

11

cation.

12

When evaluating application controls, the auditor should

13

consider some of the following general points:

14

a.

b.

c.

A lack of adequate input control may permit items

15

to become lost, duplicated, or entered incorrectly,

16

thereby having a serious impact on reported

17

financial results.

18

A weakness in processing controls may have a serious

19

effect on the data records, possibly resulting in

20

the loss or duplication of records or errors in

21

balance forward amounts used in many applications.

22

For example, an error in program logic might remain

23

undetected for a long time.

2k

Therefore, a large

number of related records may be adversely affected.

25

Output controls may have a limited impact on the

26
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audit function.

49.
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However, output in the form of

1

checks, drafts, or privileged information can

2

create an area of audit concern.

3

If the control

of output distribution is weak, the auditor should

4

be aware of the increased potential for errors and

5

irregularities.

6

The auditor should consider the strengths and weaknesses in

7

the application controls for each significant accounting

8

application and the contribution or effect of general con-

9

trols in evaluating accounting control and determining the

10

nature, timing, and extent of the substantive tests to be

11

performed.

12
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CHAPTER V
DOCUMENTATION OF AN EDP-BASED SYSTEM
INTRODUCTION
1.

This chapter, which is somewhat unique to this guide, indirectly .
relates to the review and evaluation of EDP accounting controls
in that it provides background for the auditor's understanding
of the system.

The chapter is intended to highlight the

importance of good documentation to both management and the
auditor and to provide some guidance about the minimum documentation that should be present within any EDP installation.
Auditors can serve both their own interests and those of their
clients by attempting to foster the implementation of adequate
documentation standards.
2.

Documentation serves a number of very useful purposes.

It

provides a starting point for developing an accurate understanding of computer processing activities and their impact
on user groups.

It may also be used as a tool for planning

and monitoring the implementation of new computer applications.
3.

Documentation generally provides:
a.

An understanding of a system's objectives, concepts,
and output.

b.

A source of information for systems analysts and
programmers who are responsible for maintaining and
revising existing systems and programs.
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4.

c.

Information necessary for supervisory review.

1

d.

A basis for training new personnel.

2

e.

A means of communicating common information to other
system analysts, programmers, and operators.

3
4

f.

A source of information about accounting controls.

5

g.

A source of information needed to provide continuity

6

in the event of loss of experienced personnel.

7

The only official documentation standards that have been

8

established are those promulgated by the Internal Revenue

9

Service.

Revenue rulings 64-12 and 71-20 provide useful guide- 10

lines covering the minimum documentation necessary to

11

support an EDP-based system.

12

Documentation in an EDP Environment

13

5.

Good documentation is important to the design and imple-

14

mentation of a well-controlled system and serves as a source

15

of information in the study and evaluation of accounting

16

control.

17

EDP documentation defines the system and procedures

for performing data processing tasks.

6.

It includes systems

18

and program descriptions, flowcharts, program listings,

19

record layouts, operating instructions, control procedures,

20

examples of input documents, and sample output reports.

21

The preparation of documentation requires an appreciable

22

amount of time and effort.' Unless it is subject to

23
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- 88 stringent control and review, it may not be fully or
accurately developed.
7.

To be effective, documentation must be complete and prepared
in conformity with a predetermined standard, which should
be established prior to beginning systems design and programming.

Historically, documentation is almost never

complete unless prepared as an integral part of the systems
and program design.
8.

Although documentation standards and terminology will vary
from organization to organization, the following classifications have been adopted for the purposes of this guide:
a.

Problem definition documentation

b.

Systems documentation

c.

Program documentation

d.

Operations documentation

e.

User documentation

Problem Definition Documentation
9.

This documentation typically should:
•

Describe the reasons for implementing the system

•

Describe the operations performed by the system

•

Include the project proposals

•

Provide evidence of approval of the system and
subsequent changes

•
10.

List the assignment of project responsibilities.

By reviewing problem definition documentation, the auditor
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should be able to gain a general understanding of the system

1

without becoming involved in the details of the programs.

2

Systems Documentation

3

11.

4

12.

Systems documentation includes:
•

Systems description

5

•

Systems flowcharts, showing the flow of data

6

through the system and the interrelationship

7

between processing steps and computer runs

8

•

Input descriptions

9

•

Output descriptions

10

•

Pile descriptions

11

•

Descriptions of controls

12

•

Copies of authorizations and their effective dates

13

for systems changes that have been implemented.

14

Systems documentation, which may be reviewed as part of the

15

preliminary or detailed review, generally provides sufficient

16

information to trace accounting data from the original entry

17

to system output.

18

Therefore, the auditor may be able to

determine that an adequate audit trail has been provided.

19

It may also be possible to identify data that is not pre-

20

sently being printed but would be helpful in performing an

21

audit.

22

Program Documentation

23

13.

Unless included in other documentation, the documentation

24

for each program in the system typically includes:

25
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Narrative description

1

• Flowchart, decision table, or detailed narrative

2

•

Source statements and/or parameter listings

•

List of control features

3
4

•

Detailed description of file formats and record

5

layouts

6

A record of program changes, their authorizations,
and effective dates

7
8

•

Input and output formats

9

•

Operating instructions

10

•

Descriptions of special features such as error

11

detection routines, program switches, and use of

12

tables.

13

•

14.
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Program documentation is used primarily by programmers and

14

systems analysts to provide an effective control over

15

corrections and revisions to programs.

16

However, it may also

be useful to the auditor for determining the current status

17

of a program.

18

Operations Documentation

19

15.

Information provided to the computer operator for each

20

program typically includes:

21

•

A brief description

22

•

A description of the required inputs and outputs

23

(i.e.,.forms used)

24

The sequence of cards, tapes, disks, and other

25

files

26

•
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Setup instructions and operating system requirements

1

•

Operating notes listing program messages, halts,

2

and action necessary to signal end of jobs

3

•

Control procedures to be performed by operations

4

•

Recovery and restart procedures to be used when

5

hardware or software malfunctions

6

•

Estimated normal and maximum run time

•

Instructions to the operator in event of emergency

7
8

User Documentation
16.

9

User departments submitting data to or receiving data from

10

the EDP department are usually supplied with both a

11

description of required input and an output listing.

User

documentation generally includes:

13

•

Description of the system

14

•

Description of the input and output

15

•

A list of control procedures and names of those

16

who should perform them

17

•

Error correction procedure

18

•

Cutoff procedures for submission of data to the

19

data processing department

20

A description of how the user department should

21

check reports for accuracy

22

•

17.

12

User documentation may be reviewed to obtain an understanding

23

of the functions performed by the user, and to assist in

2k

determining the flow of information between the user and

25

data processing departments.

26
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1

18.

Management's failure to establish adequate documentation

2

standards may affect the reliability of the documentation.
If reliable documentation is not available, the auditor

3
4

must find other sources of information, which may prove

5

to be difficult, time-consuming and costly.

6

January 3 1 , 1976
- 93 REFERENCES
Chapter I
1.

Statement on Auditing Standards (SAS No. 1) Codification
of Auditing Standards and Procedures, AICPA, 1973, Section
320.01.
— —

2.

SAS No. 1, Section 320.28

3.

Statement on Auditing Standards (SAS No. 3) The Effects
of EDP on the Auditor's Study and Evaluation of Internal
Control, AICPA, 1974, paragraph 10.

4.

SAS No. 3, paragraph 4

5.

SAS No. 1, Section 320.31

Chapter II
1.

SAS No. 1, Sections 320.30, 320.36-48

2.

SAS No. 3, paragraphs 10-23

3.

SAS No. 3, paragraph 6

4.

SAS No. 3, paragraph 25

5.

Ibid

6.

SAS No. 3, paragraph 7

7.

SAS No. 3, paragraph 8

8.

Ibid

9.

SAS No. 3, paragraph 26

10.

SAS No. 3, paragraph 26a

11.

SAS No. 3, paragraph 25

12.

SAS No. 3, paragraph 8

13.

SAS No. 3, paragraph 26b

14.

SAS No. 3, paragraph 27

15.

SAS No. 3, paragraph 29

- 94 16.

SAS No. 1, Section 320.65

17.

SAS No. 1, Section 338.04

Chapter IV
1.

SAS No. 3, paragraph 8a

2.

SAS No. 3, paragraph 8b

3.

SAS No. 3, paragraph 8c

January 31, 1976

- 95 GLOSSARY
A
accounting controls. Comprise the plan of organization and
the procedures and records that are concerned with the
safeguarding of assets and the reliability of financial records
and consequently are designed to provide reasonable assurance
that: a. Transactions are executed in accordance with management's general or specific authorization. b. Transactions are
recorded as necessary (1) to permit preparation of financial
statements in conformity with generally accepted accounting
principles or any other criteria applicable to such statements
and (2) to maintain accountability for assets. c. Access to
assets is permitted only in accordance with management's
authorization. d. The recorded accountability for assets
is compared with the existing assets at reasonable intervals
and appropriate action is taken with respect to any differences.
administrative control. Includes, but is not limited to, the
plan of organization and the procedures and records that are
concerned with the decision processes leading to management's
authorization of transactions. Such authorization is a management function directly associated with the responsibility for
achieving the objectives of the organization and is the starting
point for establishing accounting control of transactions.
advanced systems. Any system that employs technology that is
not in common use. Generally, this term is often applied to
online and/or real-time systems
anticipation controls.. A control based on the expectation of
certain action. If this action is not performed, the exception
is highlighted or otherwise recorded.
application controls. Accounting controls related to specific
tasks performed by EDP. Their function is to provide reasonable
assurance that the recording, processing, and reporting of
data are properly performed. They are categorized as "input
controls", "processing controls", and "output controls".
application program. A program written for or by a user that
applies to his own work.
audit trail. A means for identifying the actions taken in
processing input data or in preparing an output such that data
on a source document can be traced forward to an output (a
report, for example) and an output can be traced back to the
source items from which it is derived. Note: The audit trail
can also be termed an inquiry trail or a management trail
because it is used as a reference trail for internal operations
and management as well as for audit tests.
automatic check. A check performed by equipment built in
specifically for checking purposes. Synonymous with built-in
check, hardware check. Contrast with programmed check.

- 96 -

automatic transactions. Those transactions that are generated
by a computer program as an output from a particular application.
For example, a program that prepares payroll checks might
generate the journal entries to record the payroll,
B
back-up. Pertaining to equipment or procedures that are
available for use in the event of failure or overloading of
normally used equipment or procedures.
batch-oriented system.

See batch processing.

batch processing. A technique in which items to be processed
are collected into groups (batched) to permit convenient and
efficient processing. Note: The records of all transactions
affecting a particular master file are accumulated over a period
of time (one day, for example), then arranged in sequence and processed against the master file; most business applications are
of the batch processing type.
blanket approval. The basic authority to approve all transactions
that have a designated characteristic.
block. A group of words, characters, or digits that are held in
one section of an input/output medium and handled as a unit;
for example, the data recorded on a punched card, or the data
recorded between two interblock gaps on a magnetic tape.
block diagram. A diagram of a system, instrument, or computer,
in which the principal parts are represented by suitably
associated geometrical figures to show both the basic functions
and the functional relationships among the parts. Contrast
with flowchart.
C
closed shop. Pertaining to the operation of a computer facility
in which most productive problem programming is performed by
a group of programming specialists rather than by the problem
originators. The use of the computer itself may also be described
as closed shop if full-time trained operators, rather than
user/programmers, serve as the operators. Contrast with open
shop.
codes. Numeric fields used to represent data which would otherwise
be recorded in a different manner. (e.g., New York = 36,
Chicago = 2 4 ) .

97

common field. A field that can be accessed by two or more
independent routines.
compliance tests. Audit procedures to provide reasonable
assurance that the accounting control procedures are being
applied as prescribed. Compliance tests are primarily concerned with the questions: Were the necessary procedures
performed, how were they performed and by whom were they performed?
computer audit software. A computer program which assists the
auditor in the mechanical aspects of auditing. The program
will usually be able to test the mathematical accuracy of
the data, compare information to determine if consistent
application has been given to similar data, discover the
variations between two files, summarize data, select items
for testing, and evaluate test results.
conditional jump. A jump that occurs if specified criteria
are met.
console. That part of a computer used for communication
between the operator or maintenance engineer and the computer.
console log. A written record of program activity and operator
action during the running of a computer system.
control total. A sum resulting from the addition of a specified
field from each record in a group of records, used for checking
machine, program, and data reliability.
conversion. (1) The process of changing from one method of
data processing to another or from one data processing system
to another. (2) The process of changing from one form of
representation to another; e.g., to change from decimal
representation to binary representation. See also translation.
D
data. (1) A representation of facts, concepts, or instructions
in a formalized manner suitable for communication, interpretation,
or processing by humans or automatic means. (2) Any representations such as characters or analog quantities to which
meaning is, or might be, assigned.
data file. A collection of related data records organized
in a specific manner. For example, a payroll file (one record
for each employee, showing his rate of pay, deductions, etc.)
or an inventory file (one record for each inventory item, showing
the cost, selling price, number in stock, etc.).
data flowchart. A flowchart representing the path of data
through a problem solution. It defines the major phases of
the processing as well as the various data media used.
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data movement.

See transmit.

decision table. A table of all contingencies that are to
be considered in the description of a problem, together with
the actions to be taken. Decision tables are sometimes used
in place of flowcharts for problem description and documentation.
detail file.

Same as transaction file.

detailed review. The additional review of EDP accounting
control after the preliminary review required when the auditor
intends to rely upon a control or controls.
disk.
disk.

(1) Loosely, a disk storage device.

(2) See magnetic

documentation. (1) The creating, collection, organizing,
storing, citing, and disseminating of documents, or the
information recorded in documents. (2) A collection of documents
or information on a given subject.
E
edit. (1) An application
fields and/or records for
(2) To modify the form or
or delete characters such
EDP.

program or routine that checks data
errors, omissions, duplications, etc.
format of data, for example, to insert
as page numbers or decimal points.

Electronic data processing.

EDP accounting control. (1) A particular aspect of internal
control that has been implemented as part of a data processing
system. (2) See accounting control, electronic data processing.
electronic data processing. (1) Data processing largely
performed by electronic devices. (2) Pertaining to data
processing equipment that is predominately electronic, such
as an electronic digital computer. Abbreviated EDP.
error detecting code. A code in which each expression conforms
to specific rules of construction, so that if certain errors
occur in an expression the resulting expression will not conform
to the rules of construction and, thus, the presence of the
errors is detected. Synonymous with self-checking code.
external label. An identifying label attached to the outside
of a file media holder; for example, a paper sticker attached
to the side of a reel containing a magnetic tape file.

- 99 -

F
field. (1) In a record, a specified area used for a particular
category of data, for example, a group of card columns used
to represent a wage rate or a set of bit locations in a computer
word used to express the address of the operand. (2) See
common field.
file. (1) A collection of related records treated as a unit.
For example, one line of an invoice may form an item, a
complete invoice may form a record, the complete set of such
records may form a file, the collection of inventory control
files may form a library, and the libraries used by an organization are known as its data bank. (2) See detail file, inverted
file, logical file, master file, transaction file.
file conversion.

See conversion.

file maintenance. The activity of keeping a file up to date
by adding, changing, or deleting data.
flowchart. (1) A graphical representation for the definition,
analysis, or solution of a problem, in which symbols are used
to represent operations, data flow, equipment, etc. Contrast
with block diagram. (2) See data flowchart, programming flowchart.
G
general controls. Accounting controls which relate to all EDP
activities. General controls include the plan of organization
and operation of the EDP activity; the procedures for documenting,
reviewing, testing and approving systems or programs and
charges thereto; hardware controls; controls over access to
equipment and data files; and other data and procedural controls
affecting overall EDP operations.
H
hardware. Physical equipment, as opposed to the computer
program or method of use, for example, mechanical, magnetic,
electrical, or electronic devices. Contrast with software (2).
hash total. A summation for checking purposes of one or
more corresponding fields of a file that would ordinarily
not be summed.
header record. A record containing common, constant, or
identifying information for a group of records that follows.
Synonymous with header table.
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input. (1) Pertaining to a device, process, or channel involved
in the insertion of data or states, or to the data or states
involved. (2) One, or a sequence of, input states. (3) Same
as input device. (4) Same as input channel. (5) Same as input
process. (6) Same as input data. (7) See manual input, real
time input.
input area. An area of storage reserved for input. Synonymous
with input block.
input block.

Same as input area.

input blocking factor. In a tape sort, the number of data
records in each record of the input file. Abbreviated B.
input channel. A channel for impressing a state on a device or
logic element. Synonymous with input (4).
input controls. Controls which are designed to provide reasonable assurance that data received for processing by EDP have
been properly authorized, converted into machine sensible form
and identified, and that data (including data transmitted
over communication lines) has not been lost, suppressed,
added, duplicated, or otherwise improperly changed. Input
controls include controls that relate to rejection, correction,
and resubmission of data that were initially incorrect.
input data.

Data to be processed.

Synonymous with input (6).

input device. The device or collective set of devices used
for conveying data into another device. Synonymous with input

(3).
input process. (1) The process of receiving data by a device.
(2) The process of transmitting data from peripheral equipment,
or external storage, to internal storage. (3) Synonymous with
input (5).
internal control. (1) A broad term that encompasses both
accounting and administrative controls. (2) See accounting
control, administrative control.
internal label.

See label.

inverted file. (1) In information retrieval, a method of
organizing a cross-index file in which a keyword identifies
a record. The items, numbers, or documents pertinent to that
keyword are indicated. (2) A file whose sequence has been
reversed.
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J
job. A specified group of tasks prescribed as a unit
of work for a computer. By extension, a job usually includes all necessary computer programs, linkages, files,
and instructions to the operating system.
job control. Under DOS and TOS, a program that is called
into storage to prepare each job or job step to be run.
Some of its functions are to assign I/O devices to symbolic
names, set switches for program use, log (or print) job
control statements, and fetch the first phase of each job
step.
job control language. A programming language used to code
job control statements. Abbreviated JCL.
job control specification.

See job control statement.

job control statement. A statement in a job that is used
in identifying the job or describing its requirements to
the operating system.
job-oriented terminal. A terminal designed for a particular
application.
jump. (1) A departure from the normal sequence of executing
instructions in a computer. Synonymous with transfer (1).
(2) See conditional jump.
K
keypunch. A keyboard actuated device that punches holes
in a card to represent data.
L
label. (1) One or more characters used to identify a
statement or an item of data in a computer program. (2) An
identification record for a tape or disk file.
librarian. The function which controls access to data
files and programs. This task may be assigned to one or
more people or be provided by a librarian software system.
librarian software. (1) A program or series of programs
that can be used to perform the librarian function. (2) See
librarian, software.
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library. (1) A collection of organized information used
for study and reference. (2) A collection of related files.
For example, one line of an invoice may form an item, a
complete invoice may form a record, the complete set of
such records may form a file, the collection of inventory
control files may form a library, and the libraries used by
an organization are known as its data bank. (3) See program
library.
logical file. A collection of one or more logical records.
logical record. (1) A collection of items independent of
their physical environment. Portions of the same logical
record may be located in different physical records. (2) A
record from the standpoint of its content, function, and use
rather than its physical attributes; that is, one that is
defined in terms of the information it contains.
M
machine readable medium. A medium that can convey data to
a given sensing device. Synonymous with automated data
medium.
machine-sensible information. Information in a form that can
be read by a specific machine.
magnetic disk. A flat circular plate with a magnetic surface
on which data can be stored by selective magnetization of
portions of the flat surface.
magnetic tape. (1) A tape with a magnetic surface on which
data can be stored by selective polarization of portions of
the surface. (2) A tape of magnetic material used as the
constituent in some forms of magnetic cores.
maintenance. Any activity intended to eliminate faults or
to keep hardware or programs in satisfactory working condition, including tests, measurements, replacements, adjustments
and repairs.
management trail.

See audit trail.

manual input. (1) The entry of data by hand into a device.
(2) The data entered as in (1).
master file. A file that is either relatively permanent,
or that is treated as an authority in a particular job.
move.

Same as transfer, transmit.
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0
object program. A program expressed in an object language:
for example, a machine-language program that can be directly
executed by a particular computer. Contrast with source program,
online. (1) Pertaining to equipment or devices under control
of the central processing unit. (2) Pertaining to a user's
ability to interact with a computer.
online system. In teleprocessing, a system in which the
input data enters the computer directly from the point of
origin or in which output data is transmitted directly to
where it is used. Contrast with offline system.
open shop. Pertaining to the operation of a computer
facility in which most productive problem programming is
performed by the problem originator rather than by a group
of programming specialists. The use of the computer itself
may also be described as open shop if the user/programmer
also serves as the operator, rather than a full time trained
operator. Contrast with closed shop.
operating system. Software which controls the execution of
computer programs and which may provide scheduling, debugging,
input/output control, accounting, compilation, storage assignment, data management, and related services.
output. (1) Pertaining to a device, process, or channel
involved in an output process, or to the data or states
involved. (2) One, or a sequence of, output states. (3)
Same as output device. (4) Same as output channel. (5) Same
as output process, (6) Same as output data. (7) See realtime
output.
output channel. A channel for conveying data from a device
or a logic element. Synonymous with output (4).
output controls. Controls which are designed to ensure that
all input is processed, processing is accurate, and output
is distributed to authorized personnel or groups.
output data.
Data to be delivered from a device or program,
usually after some processing. Synonymous with output (6).
output device. The device or collective set of devices used
for conveying data out of another device. Synonymous with
output (3).
output process. The process of delivering data by a system,
subsystem, or device. Synonymous with output (5).
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p
parallel testing. Testing a new system by concurrent operation
with the old system it is replacing. The output is reconciled
to determine that any differences are in accord with the requirements of the new system.
parameter. A variable that is given a constant value for
a specific purpose or process.
parameter cards.

Cards on which parameters are entered.

preliminary review. The preliminary phase of the auditor's
review of accounting control in which the auditor obtains an
understanding of the flow of transactions, the extent of EDP
use in significant accounting applications, and the basic
structure of both EDP and user accounting control.
processing controls. Controls which are designed to provide
reasonable assurance that electronic data processing has
been performed as intended for the particular application;
i.e., that all transactions are processed as authorized, that
no authorized transactions are omitted, and that no unauthorized
transactions are added. Processing controls are usually included in application programs, the operating system, and
hardware.
production status. A term applied to a program or system
that is used in the normal course of performing the data processing function. Contrast with testing status.
program library.
and routines.
program switch.

A collection of available computer programs
See switch.

programmed check. A check procedure designed by the programmer
and implemented specifically as a part of his program. Contrast
with automatic check.
programmed control.

See programmed check.

programming flowchart. A flowchart representing the sequence
of operations in a program.
R
realtime. (1) Pertaining to the actual time during which a
physical process transpires. (2) Pertaining to the performance
of a computation during the actual time that the related
physical process transpires in order that results of the computation can be used in guiding the physical process.
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realtime input. Input data inserted into a system at the
time of generation by another system.
realtime output. Output data removed from a system at time
of need by another system.
record. (1) A collection of related items of data, treated
as a unit, for example, one line of an invoice may form a
record; a complete set of such records may form a file. (2)
See logical record, variable-length record.
record count. A count of the number of records in a file
or the number of records processed by a program. Such a
count is used in error control to detect the non-processing
of records.
record layout. The arrangement and structure of data in a
record, including the sequence and size of its components.
By extension, a record layout might be the description itself.
remote terminal. An input/output control unit and one or
more input/output devices attached to a system through a trans
mission control unit.
run-to-run controls. Those controls that are implemented to
insure proper processing from one program to the next within
a particular system.
run. A single, continuous performance of a computer program
or routine.
S
self-checking code.

Same as error detecting code.

self-checking digit(s).

See error detecting code.

software. A set of programs, procedures, and possibly
associated documentation concerned with the operation of a
data processing system. For example, compilers, library
routines, manuals, circuit diagrams. Contrast with hardware.
software controls. See programmed check.
software package. A computer program or series of programs
designed to perform a specific function. Usually used in
relation to programs acquired from an outside vendor or source.
source code.

See source program.

source program. A program written in a source language (for
example, a program written in COBOL, FORTRAN, or symbolic
coding for input to a compiler or assembler). Contrast with
object program.
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structured input.
defined format.

Input that adheres to a rigid, well-

substantive tests. Audit procedures to obtain evidential
matter as required by the third standard of field work. Substantive tests are divided into two classes; tests of details
of transactions and balances and analytical review of significant ratios and trends and resulting investigation of unusual
fluctuations and questionable items.
switch. A device or programming technique for making a
selection, for example, a toggle, a conditional jump.
systems maintenance. (1) Activities intended to fix or
upgrade operating systems and other non-application software.
(2) See maintenance.
T
terminal. A device, usually equipped with a keyboard and
some kind of display, capable of sending and receiving information over a communication channel. See also job-oriented
terminal, remote terminal.
terminal user. In systems with time sharing, anyone who
is eligible to log on.
test decks. Sets of input data which are processed to verify
that invalid input is detected and that valid data is correctly
processed.
testing status. A term applied to a program or system that
is being tested but has not been accepted for use in the
normal processing of applications. Contrast with production
status.
trailer record. A record which follows one or more records
and contains data related to those records.
transaction file. A file containing relatively transient
data to be processed in combination with a master file. For
example, in a payroll application, a transaction file indicating hours worked might be processed with a master file containing employee name and rate of pay. Synonymous with detail
file.
transfer.

(1) Same as jump.

(2) Same as transmit.

transmit. To send data from one location and to receive the
data at another location. Synonymous with transfer (2), move.
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u
user. Anyone who requires the services of a computing system.
See also terminal user.
user program.

See application program.

V
variable-length record. (1) A record having a length
independent of the length of other records with which it is
logically or physically associated. Contrast with fixedlength record. (2) Pertaining to a file in which the reocrds
are not uniform in length.
verify. (1) To determine whether a transcription of data or
other operation has been accomplished accurately. (2) To
check the results of keypunching.
verification.

See verify.

visible evidence. Documentation or other supporting material
that is in the form of visible documentation.
visible record. Information that is in a form that can be
directly read and understood by human beings.
volume. (1) That portion of a single unit of storage which
is accessible to a single read/write mechanism, for example,
a drum, a disk pack, or part of a disk storage module. (2) A
recording medium that is mounted and demounted as a unit, for
example, a reel of magnetic tape, a disk pack, a data cell.
volume serial number. A number in a volume label that is
assigned when a volume is prepared for use in the system.
volume identification.
assigned to a. volume.

(1) A name or other unique label
(2) See volume.

